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LEXICON

Learning algorithm: 
Algorithm that can improve their level of accuracy and resolution of tasks automatically from large 
amounts of data, based on mathematical and statistical approaches.  

Confidentiality incident: 
Unauthorized access, use, disclosure or loss of personal information contrary to a privacy protection 
statute or any breach of privacy pertaining to personal information1. 

Artificial Intelligence (AI): 
“The capacity of computers or other machines to exhibit or simulate intelligent behaviour, the field of 
study concerned with this.”2 

Artificial Intelligence System (AIS): 
“System designed to simulate the operation of human intelligence in order to perform functions normally 
performed thereby.”3 Deep learning systems are an example of AIS.  

Operation: 
Any process or set of processes using personal information such as: collection, disclosure, use, reten-
tion or destruction of personal information. 

Collection: 
“A operation in which information is placed under the control of an entity that, as a result of the oper-
ation, acquires a right to know the documents or information. In order for there to be a ‘collection’ of 
information or documents, the documents or information must have been communicated to an entity, or 
to a person, that has a right to access them.”4 

Communication: 
Operation that involves “conferring a right to know the content of the document or information.”5 

Use: 
This operation involves having knowledge of personal information and being able to “decide whether or 
not to act on the knowledge that the personal information confers.”6 

1	 Bill 64, An Act to modernize legislative provisions as regards the protection of personal information, September 22, 2021, online: <http://assnat.
qc.ca/en/travaux-parlementaires/projets-loi/projet-loi-64-42-1.html> hereafter “Bill 64”, s. 103 (amended s. 3.6 of ARPPIPS). 

2	 Oxford English Dictionary, “Artificial Intelligence” (2021), online: <https://www.oed.com/view/Entry/271625?redirectedFrom=artificial+intelli-
gence+#eid> (view on October 20, 2021). 

3	 OFFICE QUÉBÉCOIS DE LA LANGUE FRANÇAISE, « Fiche terminologique : “système d’intelligence artificielle” », online: <http://gdt.oqlf.gouv.
qc.ca/ficheOqlf.aspx?Id_Fiche=23798323> (viewed on October 20, 2021). 

4	 Vincent GAUTRAIS and Pierre TRUDEL, Circulation des renseignements personnels and web 2.0., Éditions Thémis, Montreal, 2010, p. 226. 
5	 Id., p. 227. 
6	 Id., p. 231. 

http://assnat.qc.ca/en/travaux-parlementaires/projets-loi/projet-loi-64-42-1.html
http://assnat.qc.ca/en/travaux-parlementaires/projets-loi/projet-loi-64-42-1.html
https://www.oed.com/view/Entry/271625?redirectedFrom=artificial+intelligence+#eid
https://www.oed.com/view/Entry/271625?redirectedFrom=artificial+intelligence+#eid
http://gdt.oqlf.gouv.qc.ca/ficheOqlf.aspx?Id_Fiche=23798323
http://gdt.oqlf.gouv.qc.ca/ficheOqlf.aspx?Id_Fiche=23798323
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Conservation: 
“The act of maintaining the integrity of a record, whether or not it contains personal information, through-
out the active life of the record so that it remains accessible.”7 

Hosting: 
“Carrying out of a conservation activity by a third party, and this, in relation to a rather precise reality, 
namely that of a service provider making available to Internet users Web contents designed and man-
aged by these same third parties.”8 

Transmission: 
“Transmitting a document means sending it from a sending point to a receiving point. It is to make it pass 
technically from one point to another.”9 

Personal Information: 
“Any information that relates to a natural person and allows that person to be directly or indirectly iden-
tified.”10 

De-Identified Information: 
Personal information that “no longer directly identifies the individual”11. 

Anonymized Information: 
“Information about a natural person is anonymized when it no longer allows that person to be identified 
directly or indirectly in an irreversible way”12. 

Sensitive Personal Information: 
Personal information “sensitive if, due to its nature […] or the context of its use or communication, it 
entails a high level of reasonable expectation of privacy.”13. 

 	  

7	  Id., p. 228. 
8	  Id., p. 230. 
9	  Id., p. 106. 
10	  Bill 64, supra, note 1, s. 102. 
11	  Id. s. 110 (amended s. 12 of the ARPPIPS). 
12	  Id. s. 119 (amended s. 23 of the ARPPIPS). 
13	  Id. s. 110 (amended s. 12 of the ARPPIPS). 



7

INTRODUCTION

ASSESSMENT MODEL OF FACTORS RELATING TO DATA FLOW

Instrument for the Protection of Privacy as well as Rights and Freedoms in the  
Development and Use of Artificial Intelligence.

1. Background Regarding the Elaboration of the Present Model
Integration into legislations. Quebec Bill 64 (hereinafter “Bill 64”)14 recently received Royal Assent15. The 
latter requires a Privacy Impact Assessment (hereinafter “PIA”) in certain circumstances for individu-
als and businesses that hold or use personal information. This analysis process is not new in itself. In 
Europe, the General Date Protection Regulation (hereinafter “GDPR”)16 also requires a similar procedure 
called Data Protection Impact Assessment (hereinafter “DPIA”) in certain circumstances17. This type of 
analysis is also well established in the United States and Australia18. 

Preliminary Definition. According to Bill 64, a PIA is a preventive approach whose main objective is to 
ensure better protection of personal information, and by extension, the privacy of the individuals con-
cerned. According to the Commission d’accès à l’information du Québec (hereinafter “CAI”), a PIA “consists 
of considering all factors that would have positive and negative consequences on the privacy of the indi-
viduals concerned”19. The factors identified by CAI are: 

•	 “The project’s compliance with applicable privacy legislation and the principles that support it, 

•	 Identifying the privacy risks associated with the project and assessing their impact, 

•	 Implementing strategies to avoid or effectively mitigate these risks.”20 

14	 Bill 64, supra, note 1.
15	 Id. 
16	 EUROPEAN UNION, Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons 

with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection 
Regulation) (GDPR), p. 679, online: <https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32016R0679 > (consulted on November 9, 
2021). 

17	 Ibid., art 35(1).  
18	 According to the Commission d'accès à l'information (hereinafter "CAI"), the Privacy Impact Assessment (hereinafter "PIA") is an English translation 

of its French counterpart “EFVP”. See COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, Guide d’accompagnement : Réaliser une évaluation 
des facteurs relatifs à la vie privée, updated as of March 10, 2021, online: <https://www.cai.gouv.qc.ca/documents/CAI_Guide_EFVP_FR.pdf> 
(consulted on October 21, 2021), see the Guide’s last footnote.  

19	 Id. Under the page Qu'est-ce qu'une évaluation des facteurs relatifs à la vie privée (EFVP) ?  
20	 Id.

https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32016R0679
https://www.cai.gouv.qc.ca/documents/CAI_Guide_EFVP_FR.pdf
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Objectives and Motivations. The reasons for producing a PIA or DPIA go well beyond legal requirements. 
Indeed, these instruments serve many other purposes such as: 

•	 Demonstrate the company’s diligence in the event of a lawsuit or investigation, 

•	 Counter some of the fears of users by demonstrating the importance of protecting their data, 

•	 Identify the measures necessary to ensure compliance with applicable laws and regulations and im-
plement those measures, 

•	 Identify how to protect against misconduct, actions or inactions by third party contractors, 

•	 Identify the need for security measures to be implemented, 

•	 Identify the stakeholders who can provide beneficial input to the project,

•	 Identify whether it is possible or realistic to carry out the project while complying with the law and, 

•	 Identify the presence of confidentiality incidents that could cause serious harm to users21. 

As such, a company may be motivated to conduct a PIA even though it is not required by law.  

Model. Some regions, such as Europe, have several DPIA models. One example is the European model 
described in Policy Note No. 1/2020 of the d.pia.lab (hereafter “d.pia.lab”)22 which is already available to 
the public. However, the Canadian literature on this issue is much less extensive. Certainly, accompa-
nying guidebooks have been created, notably by the CAI23. However, as far as we know, these guides do 
not propose an assessment model similar to the European model mentioned above. Moreover, they do 
not take into consideration the latest legislative changes introduced by Bill 64. As such, it is appropriate 
to propose an impact analysis model that is capable of taking into consideration the legal and cultural 
particularities of Canada and Quebec. In this regard, we will use inserts that will identify the main dis-
tinctions between Quebec and European legal systems.  

Limitations. This model does not purport to draw on all of the Quebec laws and regulations that may be 
applied in all situations involving the use, retention, disclosure, collection and destruction of personal 
information. There are countless laws and regulations that may govern these operations and they may 
be subject to specific protections, such as professional secrecy, which are not explored in this model. 
In addition, this document ignores certain aspects introduced by Bill 64, such as the right to de-index. 

Furthermore, this document should not be considered as legal advice or as offering legal advice. It does 
not in any way engage the liability of its authors.  

Importance of Bill 64. Accordingly, this model is of particular interest to the legislative changes con-
templated by Bill 64 as it has recently received Royal Assent. We believe that there is an urgent need to 
promote a model that can guide the application of the standards set by Bill 64 to the specific realities of 
artificial intelligence systems (hereafter “AIS”).

21	 It is required to expose certain security breaches that may harm particulars. See Bill 64, supra, note 1 art 103 (amended s. 3.5. of the ARPPIPS).
22	 Dariusz KLOZA, Alessandra CALVI, Simone CASIRAGHI, Sergi VAZQUEZ MAYMIR and Nikolaos IOANNIDIS, « Analyse d’impact relative à la protec-

tion des données dans l’EUROPEAN UNION : élaboration d’un modèle de rapport du processus d’analyse », Vrije Universiteit Brussel 2020.1.57
23	 Commission d'accès à l'information du Québec, supra, note 18.
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Applicable Statutes. Without claiming to present an exhaustive analysis of these, this model explores 
the following instruments:  

•	 An Act to modernize legislative provisions as regards the protection of personal information, also known 
as “Bill 64”,

•	 An Act to enact the Consumer Privacy Protection Act and the Personal Information and Data Protection 
Tribunal Act and to make consequential and related amendments to other Acts, also known as “Bill C-11” 
(hereinafter “C-11”),

•	 Personal Information Protection and Electronic Documents Act (hereinafter “PIPEDA”),

•	 Act Respecting the Protection of Personal Information in the Private Sector (hereinafter “ARPPIPS”), 

•	 Act to Establish a Legal Framework for Information Technology (hereinafter “AELFIT”) and 

•	 Charter of Human Rights and Freedoms. 

The Future Requirement for the Assessment of Factors Under Bill 64. Bill 64 indicates that a person 
carrying on a business will need to conduct a PIA in certain circumstances, including: 

•	 for “any project to acquire, develop or overhaul an information system or electronic service delivery 
system involving the collection, use, release, keeping or destruction of personal information”24 carried 
out by a public25 or private26 entity,

•	 before communicating personal information outside Quebec27,

•	 before entrusting “a person or body outside Quebec with the task of collecting, using, communicating 
or keeping [personal] information on his behalf”28 and

•	 before communicating personal information without the consent of the persons concerned to a per-
son or body wishing to use the information for study or research purposes or for the production of 
statistics29. 

Meaning of the Obligation to Create a PIA for “any project to acquire, develop or overhaul an information 
system”. The Obligation to Create a PIA for “any project to acquire, develop or overhaul an information sys-
tem” is difficult to grasp. In order to understand its scope, it is important to understand that Bill 64 was 
originally intended to apply to all current and future information system or electronic delivery projects 
that use personal information30.  

24	 Bill 64, supra., note 1, Preamble, ss. 15 and 103 (amended s. 63.5 of the Act respecting Access to documents held by public bodies and the Protection 
of personal information and the amended s. 3.3. of the ARPPIPS). 

25	 Id. s. 15 (amended s. 63.5 of of the Act respecting Access to documents held by public bodies and the Protection of personal information).  
26	 Bill 64, supra, note 1, s. 103. (amended s. 3.3 of the ARPPIPS).
27	 Id. s. 111 (amended s. 17 of the ARPPIPS).
28	 Id. 
29	 Id. s. 118 (amended s. 21 of the ARPPIPS). 
30	 National Assembly of Quebec, “Clause-by-clause consideration of Bill 64, An Act to modernize legislative provisions as regards the protection 

of personal information – 42nd Legislature, 1st Session (November 27, 2018 to October 13, 2021)”, Hansard de la Committee on Institutions 45-20 
(February 17, 2021), online: <http://www.assnat.qc.ca/en/travaux-parlementaires/commissions/ci/mandats/Mandat-43711/index.html> (Con-
sulted on December 1, 2021).

http://www.assnat.qc.ca/en/travaux-parlementaires/commissions/ci/mandats/Mandat-43711/index.html
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However, considering the costs that this would represent for the public service31, the mention “any pro-
ject to acquire, develop or overhaul an information system”32 was introduced in the bill. The intent of this 
amendment was not to require agencies to produce a PIA for existing electronic information or delivery 
systems33.  

However, one should not conclude that the same logic necessarily applies to other situations that require 
a PIA. For example, a business that discloses personal information to organizations outside of Quebec 
will a priori have to file a PIA even if such activities were initiated before the implementation of Bill 64. 

Coming Into Force Date. As of September 22, 2022, it will be mandatory to produce a PIA for study, re-
search or statistical purposes in the private sector34. 

As of September 22, 2023, there will be a requirement to file a PIA in the private sector in the remaining 
circumstances listed above 35. 

Voluntary Process. Thus, although Bill 64 received Royal Assent on September 22, 2021, it has yet to be 
fully implemented for the private sector36. As such, the creation of a PIA is, for now, a voluntary initiative 
for private organizations.  

PIA’s Proportionnality. Bill 64 also provides that PIAs must be proportionate to: 

•	 the sensitivity of the information concerned, and 

•	 the purpose for which it is to be used, and 

•	 the quantity and distribution of the information, and

•	 the medium on which it is stored37. 

31	 Id.
32	 Bill 64, supra, note 1, s. 103, (amended s. 3.3 of the ARPPIPS). 
33	 Id. Preamble, ss. 15 and 103 (amended s. 63.5. of the Act Respecting Access to Documents Held by Public Bodies and the Protection of Personal 

Information and amended s. 3.3 of the ARPPIPS). See also National Assembly of Quebec, supra, note 30. 
34	 Bill 64, supra, note 1, ss. 118 and 175, (amended s. 21 of the ARPPIPS) and COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, « Évaluation 

des facteurs relatifs à la vie privée », online: <https://www.cai.gouv.qc.ca/espace-evolutif-modernisation-lois/thematiques/evaluation-fac-
teurs-relatifsvie-privee/> (Consulted on January 23, 2022). 

35	 Bill 64, supra, note 1, ss. 103, 111 and 175 (amended s. 3.3 and 17 of the ARPPIPS), and COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, 
note 34. 

36	 Bill 64, supra, note 1, s. 175. 
37	 Bill 64, supra, note 1, Preamble, ss. 15 and 103 (amended s. 63.5 of the Act Respecting Access to Documents Held by Public Bodies and the Protec-

tion of Personal Information and amended s. 3.3 of the ARPPIPS).

https://www.cai.gouv.qc.ca/espace-evolutif-modernisation-lois/thematiques/evaluation-facteurs-relati
https://www.cai.gouv.qc.ca/espace-evolutif-modernisation-lois/thematiques/evaluation-facteurs-relati
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2. The Present Model’s Content’s Specificities
Characteristics of the Document. Some features of this model should be identified to guide its use. 
Thus, this model: 

•	 must be understood as an approach and not simply a document.

•	 must be conceptualized as dynamic. Thus, it is initiated at the creation of the project38, changes 
throughout its development and during its execution39. The PIA should be revised in light of new risks 
discovered as a result of obstacles and changes in direction affecting project development40.  

•	 is intended for private entities. This model does not address the legislative changes proposed by Bill 
64 regarding public organizations.  

•	 should be understood as a work of doctrine. However, the footnotes and Appendix identify the relevant 
statutory provisions and case law. 

Circulation. This paper proposes to examine the risks and impacts resulting primarily from the circu-
lation of personal information. Thus, it is because of this flow that personal information finds its value 
and utility. Despite the absence of such explicit terminology in Bill 64 and the ARPPIPS, the notion of 
personal information flows is still very influential in other privacy regimes such as that imposed by the 
GDPR41. In particular, Part A of this document requires the assessor to illustrate the expected life cycle 
of personal information.  

Quebec Model. The proposed model is inspired by the d.pia.lab model. However, unlike the European 
model, the model in question incorporates the legal and cultural particularities of Quebec and Canada.  

Artificial Intelligence. Finally, this paper proposes a model dedicated to artificial intelligence systems 
(hereafter “AIS”). Beyond privacy alone, AIS require a more comprehensive approach to the vulnerabili-
ties generated incorporating, for example, considerations to ensure non-discriminatory use of personal 
information. As such, the model incorporates the elements of an Algorithmic Impact Analysis (hereinaf-
ter “AIA”) which requires, among other things: 

•	 “assess the risks associated with the use of decisions based solely on automated processing of per-
sonal information, such as errors or discriminatory effect”42 and to 

•	 “determine the measures to be put in place to mitigate such risks”43. 

38	 See notably Id. s. 103 (amended s. 3.3 of the PIPEDA).
39	 COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, note 18, under the section “Qu'est-ce qu'une Évaluation des facteurs relatifs à la vie 

privée (EFVP)?”. 
40	 Id. 
41	 EUROPEAN UNION, Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons 

with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection 
Regulation) (GDPR), supra, note 16., Preamble 166.  

42	 GOUVERNMENT OF QUEBEC, « Décision fondée exclusivement sur un traitement automatisé », online: <https://www.quebec.ca/gouvernement/
travailler-gouvernement/services-employes-etat/conformite/protection-des-renseignements-personnels/technologie-et-droit-a-la-protec-
tion-desrenseignements-personnels/decision-traitement-automatise> (consulted on January 20, 2022). 

43	 Id. 

https://www.quebec.ca/gouvernement/travailler-gouvernement/services-employes-etat/conformite/protect
https://www.quebec.ca/gouvernement/travailler-gouvernement/services-employes-etat/conformite/protect
https://www.quebec.ca/gouvernement/travailler-gouvernement/services-employes-etat/conformite/protect
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Guidelines. This document is the logical continuation of the Good Practice Guide: For Responsible Data 
Use developed by the International Observatory on the Societal Impacts of AI and Digital Technology44. 
This guide itself provides guidelines to ensure compliance with legal standards in the development and 
deployment of AIS. Figure 1 below illustrates the positioning of the document in the normative architec-
ture.  

Beyond Privacy. This model surpasses the considerations called for in the creation of PIAs45 or DPIA46. 
Indeed, it incorporates considerations that go well beyond the protection of privacy and personal infor-
mation, such as non-discrimination. In order to properly reflect this reality, we will refer to the proposed 
approach as a Data Flow Impact Assessment (hereinafter “DFIA”), which is an assessment that incorpo-
rates all the elements necessary to conduct a PIA as called for by Bill 64, but which also assesses compli-
ance with principles that go beyond privacy, such as explicability and non-discrimination.  

Figure 1: Positioning of this model in the normative architecture

44	 INTERNATIONAL OBSERVATORY ON THE SOCIETAL IMPACTS OF AI AND DIGITAL TECHNOLOGY, “Guide des bonnes pratiques: Pour une utilisation 
responsable des données développé par l’Observatoire international sur les impacts sociétaux de l’IA and du numérique.”, 2022. 

45	 Bill 64, supra, note 1, s. 103 (amended s. 3.3 de la PIPEDA). 
46	 EUROPEAN UNION, Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons 

with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection 
Regulation) (GDPR), supra, note 16., Preamble 84. 

LAWS AND REGULATIONS:
(Bill 64, G-11, PIPEDA, ARPPIPS, AELFIT and Charter of 

Human Rights and Freedoms)

GUIDELINES 
Guide des bonnes pratiques:  

Pour une utilisation responsable  
des données Guide  
d’accompagnement

PRESENT 
MODEL
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3. Document’s Structure 

Three parts. This document divides the assessment into three parts.  

Part A

In Part A, the assessor is asked to present the main objectives of the project and to 
illustrate the life cycle of the information collected, used, communicated and re-
tained during the project.  

Part B
Part B is the heart of this model. It calls for an assessment of the project’s risks in 
relation to seven core principles. In addition, the assessor will need to present and 
assess the measures put in place to address these risks, assess residual risks, and 
make recommendations where necessary. These principles are: 

I.	 Responsibility

II.	 Social Justification

III.	 Transparency

IV.	 Security

V.	 Explicability 

VI.	 Accuracy, Right of Rectification and Right of Revision 

VII.	 Non-Discrimination 

Part C
Part C includes the final assessment and the assessor’s recommendations. It allows 
the evaluator to succinctly present the deficiencies that need to be corrected. It 
also allows the evaluator to identify what measures are recommended to mitigate 
the identified risks.  
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 4. Lexicon 
Importance of the lexicon in the DFIA. The DFIA should contain a lexicon. Laws are not uniform in the 
meanings they give to certain terms and concepts. Similarly, they sometimes refer to similar concepts 
through the use of different terms.   

Terminology Nuances 

Distinct meanings for similar terms
The meanings given to different terms differ between legislative regimes. For example, Bill 64 and C-11 
give different meanings to the de-identification of information. 

“DE-INDENTIFIED INFORMATION” 
(S. 102 of Bill 64) 

“DE-IDENTIFY” 
(S. 2 of C-11) 

[…] personal information is de-identified if it 
no longer allows the person concerned to be 
directly identified.

(Our emphasis) 

de-identify  means to modify personal information — or 
create information from personal information — by using 
technical processes to ensure that the information does 
not identify an individual or could not be used in reasonably 
foreseeable circumstances, alone or in combination with 
other information, to identify an individual.(dépersonnaliser)

(Our emphasis) 

Thus, under Bill 64, de-identified information cannot directly identify the individual concerned. Under 
C-11, however, information is de-personalized if it does not identify an individual, even if it is combined 
with other information in reasonably foreseeable circumstances. On the face of it, therefore, Bill 64 of-
fers a much broader definition of de-identified information than does C-11.
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Separate Terms for Similar Concepts
The European, Canadian (under what was intended by C-11) and Quebec regimes sometimes refer to sim-
ilar concepts using distinct vocabulary. Among these distinctions, we find the terms used to refer to 
personal information, de-identification and security incidents.  

Personal Information

«PERSONAL INFORMATION» 
(S. 2 of the ARPPIPS) 

«PERSONAL  
INFORMATION» 
(S. 2 of C-11) 

«PERSONAL DATE»
(Article 4(1) of the GDPR) 

Any information that relates to 
a natural person and allows that 
person to be directly or indirect-
ly identified.

personal informa-
tion  means informa-
tion about an identifi-
able individual.

“means any information relating to an iden-
tified or identifiable natural person (‘data 
subject’), an identifiable natural person is one 
who can be identified, directly or indirectly, in 
particular by reference to an identifier such 
as a name, an identification number, location 
data, an online identifier or to one or more 
factors specific to the physical, physiological, 
genetic, mental, economic, cultural or social 
identity of that natural person.”

De-indentified Information 

“DE-INDENTIFIED INFORMATION”
(S. 110 of Bill 64) 

«PSEUDONYMISATION»  
(Article 4(5) of the GDPR) 	

[…] personal information is de-identified if it 
no longer allows the person concerned to be 
directly identified.

[…] the processing of personal data in such a manner that 
the personal data can no longer be attributed to a specific 
data subject without the use of additional information, 
provided that such additional information is kept sepa-
rately and is subject to technical and organisational mea-
sures to ensure that the personal data are not attributed 
to an identified or identifiable natural person,
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Confidentiality Incident

«CONFIDENTIALITY INCIDENT» 
(S. 103 of Bill 64) 

«BREACH OF SECURITY 
SAFEGUARDS» 
(S. 2 of C-11) 

«PERSONAL DATE BREACH» 
(Article 4(12) du GDPR) 

For the purposes of this Act, “con-
fidentiality incident” means 

(1) access not authorized by law to 
personal information, 

(2) use not authorized by law of 
personal information, 

(3) release not authorized by law of 
personal information, or 

(4) loss of personal information or 
any other breach of the protection 
of such information.

breach of security safe-
guards  means the loss of, 
unauthorized access to or 
unauthorized disclosure of 
personal information resulting 
from a breach of an organiza-
tion’s security safeguards that 
are referred to in section 57 or 
from a failure to establish 
those safeguards. (atteinte 
aux mesures de sécurité)

[…] ‘personal data breach’ means 
a breach of security leading to the 
accidental or unlawful destruction, 
loss, alteration, unauthorised dis-
closure of, or access to, personal 
data transmitted, stored or other-
wise processed,
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PART A 
PROJECT SUMMARY  

A.1. General Considerations 
Objectives of this Section. This section has three main objectives: 

1.	 To facilitate the writing of subsequent sections 

2.	 To facilitate understanding of the project, and 

3.	 To illustrate the life cycle of personal information. 

A.2. Project Description 
Identify Responsible Individuals. The assessor identifies the company(ies) in charge of the project, the 
person responsible for the project and the Privacy Officer.

Describe the Project and Identify its Objectives. The assessor should provide a brief description of the 
project and identify its objectives. In their Guide sur la rédaction de l’EFVP, CAI offers, as examples of 
legitimate objectives: 

•	 to better know its clientele, 

•	 deploy an existing service on the Web, 

•	 increase the security of a facility and 

•	 countering fraud47. 

Identify Affected Persons. The assessment should also describe the groups of individuals affected by 
the personal information collected, used and/or disclosed. An approximation of their number and inter-
est in the project should be provided.  

A.3. Identify Personal Information Affected by the Project
Identify personal information. The assessor must identify the personal information that is collected, 
used, retained, disclosed, and destroyed in the course of the project. He or she must also describe the 
medium and distribution of the information. The assessor may group information into different “types” 
or categories of information.  

47	 COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, note 18, p. 4. 
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Types of Personal Information. In this case, “type of information” is defined as a grouping of different 
personal information. It is up to the evaluator to identify which groupings will be relevant to his or her 
evaluation. We suggest that information be grouped according to its purpose. For example, “identifying 
information” may be a “type” of information that groups information that identifies a user. This set may 
include, for example, a user’s last name, first name, and email address. 

Sensitivity. The assessor must indicate whether the information constitutes “sensitive” information. In 
order to properly assess the sensitivity of personal information, please refer to section B.2.4.B. of the 
document.  

A.4. Description of Data’s Life Cycle
Life Cycle. The assessor shall describe the life cycle of the personal information involved in the project. 
This description should include the operations that affect the personal information, such as: 

1.	 Their collection, 

2.	 Their use, 

3.	 Their communication, 

4.	 Their conservation, 

5.	 Their destruction and anonymization. 

A.4.1. Collection and Use 
Sources of Information. The assessor must identify how the information is collected. As such, the infor-
mation may be48: 

collected directly from the company’s stakeholders (through a registration page on the company’s web-
site, for example), 

•	 collected from a third party, 

•	 inferred from other personal information of the individual. 

•	 (e.g., the company creates a consumer’s profile). 

•	 created by the organization (e.g., the company assigns a membership number to a user.)49, 

Intended purpose. The purpose for which the information is being collected or used must be identified.  

Third Party Mandate. If the person carrying on the business has mandated a third party to collect or use 
the information, the third party should be identified. The state or province in which the information is 
used and/or disclosed by the third party should also be specified. 

48	 COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, « Protection des renseignements personnels », en ligne: <https://www.cai.gouv.qc.ca/
entreprises/protection-des-renseignements-personnels-1/> (consulted on March 8, 2022). 

49	 Id. 

https://www.cai.gouv.qc.ca/entreprises/protection-des-renseignements-personnels-1/
https://www.cai.gouv.qc.ca/entreprises/protection-des-renseignements-personnels-1/
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A.4.2. Communication 
Recipients. The assessment must identify to which third parties (or groups of third parties) the informa-
tion will be disclosed. For our purposes, the disclosure of information to a subsidiary of the company in 
charge of the project constitutes a disclosure and must be identified accordingly. 

Jurisdiction. The Act requires that certain standards be met if the information is disclosed outside the 
Province of Quebec. As such, the jurisdictions in which the information is disclosed must be indicated. 

A.4.3. Conservation, Destruction and Anonymization 
Where. The assessor identifies the province or state in which the information is held. If the company 
contracts a third party to house its information, the third party should be identified.  

Destruction or Anonymization. The reviewer must indicate whether the information is destroyed or an-
onymized. If the company in charge of the project does not plan to destroy or anonymize personal infor-
mation, this should be indicated. 

Timeframe. Identify when the information is destroyed or anonymized. It is not necessary to identify a 
specific time frame such as a number of days, months or years. The timeframe can refer to a specific 
event (e.g., deletion of the user’s account)50. 

A.5 Graphical representation of the life cycle 
Graphical representation. It may be useful to create a graphical representation of the flow of informa-
tion within the project. It is important to be succinct in illustrating the process. We recommend the use 
of symbols rather than writing. The following are examples of symbols that can be used:

DESTRUCTION

CONSERVATION (DATABASES) 

CONSERVATION (CLOUD COMPUTING) 

TRANSFER

USE

 	  

50	  Commission d’accès à l’information du Québec, « Le consentement à la communication 
des renseignements personnels », en ligne : https://www.cai.gouv.qc.ca/questions-frequentes/le-
consentement-a-la-communication-des-renseignements-personnels/ 

https://www.cai.gouv.qc.ca/questions-frequentes/le-consentement-a-la-communication-des-renseignements-personnels/
https://www.cai.gouv.qc.ca/questions-frequentes/le-consentement-a-la-communication-des-renseignements-personnels/
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B.1. The Seven Principles Assessed
Principles. This part consists of assessing the risks in relation to seven distinct principles: 

I.	 Responsibility, 

II.	 Social justification,  

III.	 Transparency, 

IV.	 Security, 

V.	 Explicability, 

VI.	 Accuracy, right of correction and right of revision, and 

VII.	 Non-discrimination. 

Source of the principles. The above principles are based on the principles listed by the Good Practice 
Guide: For Responsible Data Use developed by the International Observatory on the Societal Impacts of 
AI and Digital Technology 51.  

B.2. COMMON FEATURES 

Proposed Structure 
Each section should include: 

1.	 Identification of the applicable standards related to the principle under study, 

2.	 Identification of risks, 

3.	 Identification of the measures that have already been put in place to reduce these risks, 

4.	 Assessing the likelihood and potential impact of the identified risks, 

5.	 Proposals to reduce the likelihood and impact of these risks, and 

6.	 Residual risks assessment.  

51	 OBVIA, supra, note 44. 

PART B 
ASSESSMENT WITH RESPECT TO THE PRINCIPLES 
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B.2.1. Identification of Applicable Norms
Applicable Norms. L’évaluation réclame d’identifier les dispositions législatives qui s’appliquent au 
projet52. En effet, la Loi réclame notamment de se prémunir contre les risques associés aux incidents 
de confidentialité. Or, les incidents de confidentialité sont définis comme des comportements non au-
torisés53. Plusieurs normes pertinentes aux principes étudiés sont disponibles en Annexe. 

B.2.2. Identification of risks 
Identify risks. The assessor should describe the risks that are being identified. The risks identified may 
or may not be the result of54 a deviation from a legal norm. Several examples of risks are presented in the 
Appendix. For example, the CAI suggests assessing the following risks:  

•	 Retention of information when its usefulness is no longer demonstrated,  

•	 Theft of personal information,  

•	 Excessive collection of information,  

•	 Unauthorized disclosure of personal information,  

•	 Re-identification of previously de-identified information,  

•	 Lack of information provided to individuals at the time of collection, and 

•	 Excessive or unwarranted creation of informations55. 

B.2.3. Identification of Measures 
Measures. Measures that have already been implemented to address the identified risks should be iden-
tified. A short description of the studied measures should be presented. 

Types of Measures. The measures encompass notably: 

•	 technical measures (e.g., encrypting or de-identifying information) 

•	 organizational measures (e.g., providing training to company employees or limiting access to personal 
information to a limited number of employees) and 

•	 legal measures (e.g., imposing certain security standards on its contractors).   

Risks Created by Measures. It is possible that measures put in place to reduce certain types of risk may 
themselves create new types of risk. These risks should not be ignored and should be identified. 

B.2.4. Risk Assessment 
Assess the risk. Next, the assessor must adequately analyze the significance of the risks. This involves 
assessing the risks that remain despite the presence of the above-mentioned measures. To do this, the 
assessor is called upon to study two components of the risk, namely (A) its probability and (B) its appre-
hended impact56. 

52	 COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, note 18, p. 12-13. 
53	 Bill 64, supra, note 1, art 103 (amended s. 3.6. of the ARPPIPS).
54	 COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, note 18, p. 15.
55	 Id., p. 16.
56	 56 Id., p. 19-20. 
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DISTINCTIONS WITH THE EUROPEAN REGIME  

Which Risks Need to be Assessed?
Bill 64’s PIA calls for privacy risk assessment57. Indeed, the bill calls for an assessment of the risks associated 
with confidentiality incidents and the production of a “Privacy Impact Assessment”. 

In this respect, the bill differs from the GDPR, which calls for an assessment of the risks related to the rights 
and freedoms of natural persons 58. As such, a European DPIA is not limited to privacy risks and therefore 
requires the assessment of a much larger number of risks than a Quebec PIA. 

Impact of “Significant” Risks
The European regime, the regime that was intended for in C-11 and the Quebec regime all provide for obliga-
tions that apply only in the presence of significant risks. 

For example, all three regimes provide for an obligation to inform the data subject in the event of high-risk 
incidents. Indeed, the GDPR provides that “where a personal data breach is likely to result in a high risk to the 
rights and freedoms of an individual”59, they must be informed as soon as possible 60. Similarly, C-11 requires 
that the individual be notified of security breaches that present a “real risk of significant harm”61. Bill 64 
provides that in the event of an incident involving a “risk of serious injury”, la person carrying on an enterprise 
shall “notify any person whose personal information is concerned by the incident”62.  

However, these regimes do not always provide for the same obligations in the presence of significant risks. 
Thus, the GDPR provides that an impact analysis must be carried out for a project presenting high risks to the 
rights and freedoms of data subjects63. On the other hand, the presence of “significant risk” is not a consider-
ation relevant to the requirement to produce a PIA under Bill 6464.  

In addition, unlike Canada and Quebec, Europe wishes to adopt rules that address certain important risks 
created specifically by AIS. Hence, the Proposal for a Regulation of the European Parliament and of the Coun-
cil Laying Down Harmonised Rules on Artificial Intelligence (Artificial Intelligence Act) and Amending Certain 
Union Legislative Acts imposes certain specific obligations on companies wishing to create or use AIS that it 
describes as “high risk”65.  

In any case, all these systems require a reactivity of the actors which differs according to the importance of 
the risks or the apprehended prejudices.  

 

57	 Id., p. 15. 
58	 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the 

processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (GDPR), 
supra, note 16., art 35(1). 

59	 Id. art 34. 
60	 Id. 
61	 MINISTRY OF INNOVATION, SCIENCES AND INDUSTRY, Bill C-11: An Act to enact the Consumer Privacy Protection Act and the Personal Information 

and Data Protection Tribunal Act and to make consequential and related amendments to other Acts, (2020), Second Session, (Fourty-third Legisla-
ture, 69 Elizabeth II, 2020), subs. 58(1) and 58(3). 

62	 Bill 64, supra, note 1, s. 103 (amended s. 3.5. of the ARPPIPS). 
63	 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the 

processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) 
(GDPR), supra, note 16., art. 35. 

64	 See notably, Bill 64, supra, note 1, s. 103 (amended s. 3.3. of the ARPPIPS).
65	 EUROPEAN COMMISSION, Proposal for a Regulation of the European Parliament and of the Council Laying Down Harmonised Rules on Artificial 

Intelligence (Artificial Intelligence Act) and Amending Certain Union Legislative Acts, (2021) 206 final. Art. 6.
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B.2.4.A. Probability 
Probability Assessment. Assessing the likelihood of the risk requires assessing the chances of the risk 
occurring66. This assessment will very often be a rough estimate since the evaluator cannot hope to know 
all the variables that may influence this probability.  

Scoring system. The evaluator should assign a score describing the probability of the risk. We propose a 
scoring system based on three levels: 

Low (1): It is impossible or unlikely that the risk will materialize.  

Moderate (2): It is possible or probable that the risk will materialize.  

High (3): It is very likely that the risk will materialize.  

Note that the assessor may use or borrow another scoring system if they wishe. The Guide d’accompagne-
ment by the Commission d’accès à l’information, for example, proposes a separate evaluation system67. 

B.2.4.B. Impact 
Impact Assessment. Bill 64 proposes a non-exhaustive list of characteristics to be considered in the risk 
assessment: 

1.	 the sensitivity of the information involved, 

2.	 the likelihood of the information being used for a harmful purpose, and  

3.	 the apprehended consequences of their use68.  

We propose to call the assessment of these characteristics: Risk Impact Assessment69. 

1) Sensitivity of the Information Involved
Sensitivity: first component of impact analysis. Bill 64 indicates that the “sensitivity” of the intelligence 
affects the assessment of the risk of harm70. Bill 64 defines sensitive information as information that has 
a “high level of reasonable expectation of privacy”71. The assessment of the sensitivity of the intelligence 
should be based on (i) the nature of the intelligence and (ii) the context of its collection, disclosure or 
use72.  

i. Nature 
The Nature of the Information. Bill 64 and C-11 do not list all the categories of information that are, by 
their nature, sensitive or delicate. However, other legal instruments such as PIPEDA and decisions of the 
CAI, the Office of the Privacy Commissioner of Canada and the courts can be used to identify information 
that is sensitive.  

66	 COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, note 18, p. 20. 
67	 Id. 
68	 See Bill 64, supra, note 1, s. 103 (amended s. 3.7 of the ARPPIPS). 
69	 We borrow the same terminology used by the CAI. See COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, note 18, p. 19. 
70	 The French version of C-11 use the term "délicat" instead of "sensible" to designate “sensitive”. Not applicable for the English version, as “sensitive” 

is the term used throughout (Translator’s Note). See e.g., Bill C-11: An Act to enact the Consumer Privacy Protection Act and the Personal Informa-
tion and Data Protection Tribunal Act and to make consequential and related amendments to other Acts, supra, note 61, ss. 9, 12, 15. 

71	 See Bill 64, supra, note 1, s. 110 (amended s. 12 of the ARPPIPS). 
72	 Id.
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Examples of information that is sensitive in nature. For example, the following information is consid-
ered (or has been considered) to be sensitive in nature by the sources listed above:  

•	 Medical Information73,

•	 Financial Data74, 

•	 Unique government identifiers such as the Social Insurance Number75, 

•	 Biometric Data76, 

•	 Geolocation Data77, 

•	 Ethnic and racial origins78, 

•	 Political Opinions79,  

•	 Sexual life and orientation80, 

•	 Philosophical and religious beliefs81. 

73	 See example: Id., Personal Information Protection and Electronic Documents Act, S.C. 2000, c. 5, online: https://laws-lois.justice.gc.ca/eng/
acts/p-8.6/FullText.html (consulted on October 4, 2021), s. 4.3.4. of Annex 1, Privacy Commissioner of Canada, Februrary 8, 2018, 2018-006, 
Breach of the World Anti-Doping database, par. 55 (consulted on October 4, 2021), Canadian National Railway Company, 2012 OHSTC 17, para. 
24, online: <https://www.canlii.org/en/ca/ohstc/doc/2012/2012ohstc17/2012ohstc17.html> (consulted on October 4, 2021), Dossier : 1011656-S 
(Ministère de la Santé and des Services sociaux and Régie de l’assurance maladie du Québec), 2018 Commission d’accès à l’information du Québec, 
paras 27, 54 and 55.

74	 Personal Information Protection and Electronic Documents Act, supra, note 73, s. 4.3.4 of Annex 1, Investigation into Equifax Inc. and Equifax 
Canada Co.’s compliance with PIPEDA in light of the 2017 breach of personal information, 2019 CanLII 35618 (PCC), para. 19, online: <https://
www.canlii.org/en/ca/pcc/doc/2019/2019canlii35618/2019canlii35618.html> (consulted on October 4, 2021). Individual objects to temporari-
ly assigned workers handling payroll information, 2003 CanLII 15248, online: <https://www.canlii.org/en/ca/pcc/doc/2003/2003canlii15248/
2003canlii15248.html> (consulted on October 4, 2021). Financial institution takes strong remedial measures after insufficient safeguards and 
unnecessary storage leaves sensitive data vulnerable to breach, 2015 CanLII 93877 (PCC), para. 30, online: <https://www.canlii.org/en/ca/pcc/
doc/2015/2015canlii93882/2015canlii93882.html> (consulted on October 4, 2021), Royal Bank of Canada v. Trang, 2016 SCC 50, para. 36 (consulted 
on October 4, 2021) and M’Boutchou v. Banque de Montréal, 2008 QCCS 5561, para. 51 (consulted on October 4, 2021).   wrcommissariat/enquetes/
enquetes-visant-les-entreprises/2007/tjx_rep_070925/> (consulted on October 4, 2021).

75	 Lévy v. Nissan Canada inc., 2019 QCCS 3957, para. 72, and Report of an Investigation into the Security, Collection and Retention of Personal Infor-
mation: TJX Companies Inc./Winners Merchant International L.P., 2007 Office of the Privacy Commissioner of Canada, para. 41.

76	 Bill 64, supra, note 1, s. 110 (amended s. 12 of the ARPPIPS), COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, “Biométrie” (March 24, 2021), 
online: <https://www.cai.gouv.qc.ca/biometrie/> (consulted on October 4, 2021), Act to establish a legal framework for information technology, 
CQLR c. C-1.1, online: <https://www.legisquebec.gouv.qc.ca/en/document/cs/c-1.1> (consulted on October 4, 2021), ss. 43, 44 and 45., Commis-
sion d’accès à l’information du Québec, Borris Perron and Éric Singh, Rapport d’inspection concernant le système de carte OPUS de la société de 
transport de Montréal, File 11 04 88, 2012, and Connected toy manufacturer improves safeguards to adequately protect children’s information, 
2018 CanLII 39841 (PCC), para. 21 (consulted on October 4, 2021).

77	 Act to establish a legal framework for information technology, supra, note 76, s. 43 para 2, Commission d’accès à l’information du Québec, Borris 
Perron and Éric Singh, Rapport d’inspection concernant le système de carte OPUS de la société de transport de Montréal, Dossier 11 04 88, 2012 and 
Un manufacturier de jouets connectés améliore les mesures de sécurité pour protéger adéquatement les renseignements d’enfants, supra, note 76, 
para. 21. 

78	 Office of the Privacy Commissioner of Canada, “Policy position on online behavioural advertising” (December 4, 2015), online: <https://www.priv.
gc.ca/en/privacy-topics/technology/online-privacy-tracking-cookies/tracking-and-ads/bg_ba_1206/> (consulted on November 4, 2021). 

79	 Id. 
80	 Id. 
81	 Id.

https://www.canlii.org/en/ca/ohstc/doc/2012/2012ohstc17/2012ohstc17.html
https://www.canlii.org/en/ca/pcc/doc/2019/2019canlii35618/2019canlii35618.html
https://www.canlii.org/en/ca/pcc/doc/2019/2019canlii35618/2019canlii35618.html
https://www.canlii.org/en/ca/pcc/doc/2003/2003canlii15248/2003canlii15248.html
https://www.canlii.org/en/ca/pcc/doc/2003/2003canlii15248/2003canlii15248.html
https://www.canlii.org/en/ca/pcc/doc/2015/2015canlii93882/2015canlii93882.html
https://www.canlii.org/en/ca/pcc/doc/2015/2015canlii93882/2015canlii93882.html
http://wrcommissariat/enquetes/enquetes-visant-les-entreprises/2007/tjx_rep_070925/
http://wrcommissariat/enquetes/enquetes-visant-les-entreprises/2007/tjx_rep_070925/
https://www.cai.gouv.qc.ca/biometrie/
https://www.legisquebec.gouv.qc.ca/en/document/cs/c-1.1
https://www.priv.gc.ca/en/privacy-topics/technology/online-privacy-tracking-cookies/tracking-and-ads
https://www.priv.gc.ca/en/privacy-topics/technology/online-privacy-tracking-cookies/tracking-and-ads
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Examples of non-sensitive information. In contrast, the following information was identified as “low 
sensitivity”: 

•	 A user’s e-mail addresses (unless they alone identify the individual or certain personal information)82, 

•	 Users’ surnames and first names83. 

ii. The Context 
The Context: A Component of Sensitivity. The context in which information is communicated or used84 
can also increase or decrease its sensitivity85. 

The Whole is Greater than the Sum of its Parts. Thus, while the Act specifies that the sensitivity of the 
information must be assessed86, Rather, the sensitivity of the intelligence should be assessed in relation 
to the accompanying data set. Indeed, a set of information may be sensitive even if the individual pieces 
of information that make up the set are not. 

Example of Relevant contexts. The Personal Information Protection and Electronic Documents Act indi-
cates that identifying information such as first and last name is not, in and of itself, sensitive in a context 
where it would identify a subscriber to a general news magazine87. In contrast, in its investigation of 
Ashley Madison (a cheating dating site) the Privacy Commissioner of Canada identified that the first and 
last names of subscribers to this site should be considered sensitive because of the context88. This was 
partially due to the nature of the site and the activities of its users89, but also to the fact that “discretion 
and security were marketed and highlighted to its users as a central part of the service it offered and 
undertook to provide”90. 

82	 Facebook didn’t get non-members’ consent to use email addresses to suggest friends, investigation finds, 2012 CanLII 20964 (PCC), para. 45, on-
line: <https://www.canlii.org/en/ca/pcc/doc/2012/2012canlii20964/2012canlii20964.html> (consulted on October 4, 2021). Joint investigation of 
Ashley Madison by the Privacy Commissioner of Canada and the Australian Privacy Commissioner/Acting Australian Information Commissioner, 
2016 Privacy Commissioner of Canada and the Australian Privacy Commissioner/Acting Australian Information Commissioner, par. 57 et 75, online: 
<https://canlii.ca/t/h3p5k>, par. 47.

83	 Personal Information Protection and Electronic Documents Act, supra, section 4.3.4. (Annex 1). Joint investigation of Ashley Madison by the Pri-
vacy Commissioner of Canada and the Australian Privacy Commissioner/Acting Australian Information Commissioner, supra, note 82, par. 57.

84	 Bill 64, supra, note 1, s. 110 (amended s. 12 of the ARPPIPS). 
85	 For example, if the information concerns children. E.g.  : Un manufacturier de jouets connectés améliore les mesures de sécurité pour protéger 

adéquatement les renseignements d’enfants, supra, note 76, para. 21. and Royal Bank of Canada v. Trang, supra, note 74, paras. 45-50. 
86	 See for example Bill 64, supra, note 1, s. 111 (amended s. 17 of the ARPPIPS). 
87	 Personal Information Protection and Electronic Documents Act, supra, note 73, s. 4.3.4. (Annex 1).  
88	 Joint investigation of Ashley Madison by the Privacy Commissioner of Canada and the Australian Privacy Commissioner/Acting Australian Informa-

tion Commissioner, supra, note 82, para. 47.
89	 Id. 
90	 Id., para. 50.

ttps://www.canlii.org/en/ca/pcc/doc/2012/2012canlii20964/2012canlii20964.html
https://canlii.ca/t/h3p5k
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DISTINCTIONS WITH THE EUROPEAN REGIME  

Information “Sensitivity” Assessment
Like the Quebec and Canadian systems, the European system takes into consideration the "sensitivity" of the 
information91. The GDPR identifies very clearly what information it considers “sensitive”. Thus, the GDPR pro-
vides for “special categories of personal data”92 which it describes as “sensitive data”93. They are data reveal-
ing: 

•	 racial or ethnic origin, 
•	 political opinions, 
•	 religious or philosophical beliefs, 
•	 trade union membership, 
•	 the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, 

AND

•	 data concerning a natural person's sex life or sexual orientation94.

The GDPR also provides specific standards for data relating to criminal convictions and offenses95. The GDPR 
prohibits the use of this data unless one of the exceptions in the Act applies 96.  

The clarity of the GDPR contrasts sharply with the treatment of sensitivity by the Canadian and Quebec 
regimes. Bill 64 and C-11 do not list the information that they consider “sensitive”, which places the onus on 
those who use or collect personal information to assess the sensitivity of the information themselves. The 
criteria set out in the bills to guide this assessment are themselves quite vague. 

For example, Bill 64 proposes to assess the sensitivity of individual information against a polymorphic and 
evolving criterion of “a reasonable expectation of privacy”97. It should be noted, however, that an amendment 
to the bill clarified that this “reasonable expectation of privacy” could result from the “medical, biometric or 
otherwise intimate nature” of the information98.  

Similarly, C-11 does not define what it considers to be “sensitive” information. Further, the bill identifies that 
certain rules apply with respect to “sensitive medical information”99, which logically implies that there is 
non-sensitive medical information100.  

As such, the European approach is much clearer and more comprehensive than the Canadian and Quebec 
approaches. In fact, the Office of the Privacy Commissioner of Canada itself recognized in 2018 that under 
Canadian law: “There is no ‘bright line’ separation of what is, and is not, sensitive information.”101 

91	 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) 
(GDPR), supra, note 16, Preamble 51.

92	 Id., ss. 9 and 10.
93	 Id., Preamble 10
94	 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the 

processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) 
(GDPR), supra, note 16. Art. 9(1).

95	 Bill 64, supra, note 1, s. 110 (amended s. 12 of the ARPPIPS). 
96	 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the 

processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (GDPR), 
supra, note 16. Art. 9 and 10. 

97	 Bill 64, supra, note 1, s. 110 (amended s. 12 of the ARPPIPS).
98	 Id. 
99	 Bill C-11: An Act to enact the Consumer Privacy Protection Act and the Personal Information and Data Protection Tribunal Act and to make conse-

quential and related amendments to other Acts, supra, note 61, p. 11, subs. 66(3). 
100	 Id.
101	 PRIVACY COMMISSIONER OF CANADA, “Guidelines for obtaining meaningful consent” (May 2018), online: <https://www.priv.gc.ca/en/privacy-top-

ics/collecting-personal-information/consent/gl_omc_201805/> (consulted on November 4, 2021). 

https://www.priv.gc.ca/en/privacy-topics/collecting-personal-information/consent/gl_omc_201805/
https://www.priv.gc.ca/en/privacy-topics/collecting-personal-information/consent/gl_omc_201805/


27

The Issues Addressed by Sensitivity

The concept of “sensitivity” identified in Europe does not address the same issues as in Quebec and 
Canada. Indeed, in Europe, the categories of sensitive data refer mainly to grounds of discrimina-
tion generally recognized by national and international legal instruments102. As such, the concept of 
sensitivity, and the obligations under the GDPR with respect to sensitive data, are primarily aimed 
at protecting individuals belonging to vulnerable groups from the risks of illegitimate or arbitrary 
discrimination103.  

In Quebec and Canada, potentially discriminatory information such as ethnic origin and political af-
filiations have also been considered sensitive104. However, the fact that certain information such as 
financial information, geolocation data and social insurance numbers are considered “sensitive” in 
nature means that Quebec and Canadian laws conceptualize the sensitivity of information differently 
and incorporate considerations that go well beyond the risks of discriminatory treatment.  

The Quebec regime differs in that the concept of sensitivity is primarily a matter of security of per-
sonal information, as the laws in question deal only with the protection of information. This brings 
us back to the difficult question of the limited scope of the Quebec and Canadian laws, which deal 
primarily with privacy, whereas the GDPR contemplates a broader protection based on fundamental 
rights and freedoms.  

102	 See for example: EUROPEAN UNION, Charter of Fundamental Rights of the European Union, Official Journal of the European Communities, 
C 326/391, online: <https://www.europarl.europa.eu/charter/pdf/text_en.pdf> (consulted on October 4, 2021), art. 21, European Council, Eu-
ropean Convention on Human Rights, online: <https://www.echr.coe.int/documents/convention_eng.pdf> (consulted on October 4, 2021), art. 
14 and UNITED NATIONS, International Covenant on Civil and Political Rights, December 16, 1966, online: <https://www.ohchr.org/en/instru-
ments-mechanisms/instruments/international-covenant-civil-and-political-rights> (consulted on October 4, 2021), art. 4; in the Province of 
Quebec, see s. 10 of Charter of Human Rights and Freedoms, CQLR c. C-12, and in CANADA, s. 15 of The Constitution Act, 1982, Schedule B to the 
Canada Act 1982 (UK), 1982, c. 11.

103	 Jean-Marc VAN GYSEGHEM, “Les catégories particulières de données à caractère personnel”, dans Le règlement général sur la protection des 
données (GDPR/GDPR), coll. Cahiers du CRIDS, Brussels, Larcier, 2018, p. 255-284 at p. 255. 

104	 For example: Joint investigation of AggregateIQ Data Services Ltd. by the Privacy Commissioner of Canada and the Information and Privacy Com-
missioner for British Columbia, 2019 CanLII 111872 (PCC), paras. 70, 75, online: <https://www.canlii.org/en/ca/pcc/doc/2019/2019canlii111872/
2019canlii111872.html> (consulted on October 4, 2021). 

https://www.europarl.europa.eu/charter/pdf/text_en.pdf
https://www.echr.coe.int/documents/convention_eng.pdf
https://www.ohchr.org/en/instruments-mechanisms/instruments/international-covenant-civil-and-politic
https://www.ohchr.org/en/instruments-mechanisms/instruments/international-covenant-civil-and-politic
https://www.canlii.org/en/ca/pcc/doc/2019/2019canlii111872/2019canlii111872.html
https://www.canlii.org/en/ca/pcc/doc/2019/2019canlii111872/2019canlii111872.html
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2) Likelihood that the Information Will be Used for Harmful Purposes 
Probability of Detrimental Means. The second element to be considered in the impact assessment is the 
likelihood that the information will be used for harmful purposes. This refers to the probability that the 
information, once the risk has materialized, could cause harm to the individual to whom it pertains. As 
such, it is important to distinguish the study of the likelihood of the information being used for harmful 
purposes from the study of the likelihood of the risk mentioned above. The latter refers to the likelihood 
of the risk occurring.  

Example of the Distinction. Take, for example, a computer server that hosts very sensitive financial 
data, but has a very good security system in place to stop intrusions. In these circumstances, the proba-
bility of the risk of intrusions is likely to be low, but the impact of the risk can be significant because the 
likelihood of the information being used for harmful purposes such as identity theft may be high.  

3) Apprehended Consequences 
Apprehended Consequences. Finally, impact assessment involves evaluating the perceived conse-
quences of the confidentiality incident.  

Examples. Fraud, identity theft, creating a sense of intrusion in the individual, impact on credit report, 
and unwanted solicitations are all possible consequences of the realization of a risk105.  

3) Other Considerations 
Non-Exhaustive List of Considerations. Bill 64 identifies that the above list of three considerations 
(i.e., sensitivity, likelihood of the information being used for harmful purposes, and apprehended conse-
quences) is not exhaustive106. As such, there are other elements that can affect the perceived impact of 
a risk. Bill 64 does not identify what these other elements are. However, we believe that the number of 
people who may be affected is another consideration that may influence the impact of the risk. Indeed, 
the CAI’s Companion Guide (Guide d’accompagnement) identifies that the number of people affected 
should be considered when assessing the impact of the risk107. In addition, Section 150 of Bill 64 provides 
that the “number of persons concerned by the failure”108 must be taken into consideration when imposing 
sanctions against a person who has violated their obligations under Bill 64. 

5) Impact Categorization  
Impact Categorization. Instead, we propose to identify whether the impact of the risk is: 

Low (1): The realized risk will not significantly affect or harm the affected persons. 

Moderate (2): The realized risk will moderately affect or harm the persons concerned. 

High (3): The realized risk will significantly affect or harm the persons concerned.  

105	 COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, note 18, p. 17, although CAI identifies some of these examples as "potential impacts".
106	 Bill 64, supra, note 1, s. 103 (amended s. 3.7. of the ARPPIPS).
107	 COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, note 18, p. 19. 
108	 The amount of information affected by a potential confidentiality incident must also be considered when determining appropriate security mea-

sures (Bill 64, supra, note 1, s. 159 (amended s. 90.2. of the ARPPIPS), and s. 10 of the Act respecting the protection of personal information in the 
private sector, CQLR c. A-2.1.
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B.2.4.C. Risk Categorization 
Risk Categorization. Like the d.pia.lab, we recommend assigning a score that incorporates the assess-
ment of the likelihood and impact of the risk. Thus, we propose to identify whether the risk is: 

Low (1)  

Moderate (2) 

High (3) 

B.2.5. Identification of Recommendations 
Recommendations for Action. The assessor may make recommendations to reduce the assessed risk 
and describe them, as appropriate. 

B.2.6. Residual Risk Assessment 
Residual Risk. Once the risks have been assessed and the measures to eliminate or reduce them have 
been established, the evaluator must analyze the presence of residual risks, i.e., the risks that exist de-
spite the implementation of the recommendations. The evaluator should record the scale of the residual 
risk and subdivide it according to its probability and impact.  

B.3. PRESENTATION OF THE SECTIONS 

B.3.1. Representation by Chart 
A Chart’s Purpose. We propose to use charts to represent the different elements mentioned above. This 
practice, inspired by the d.pia.lab109, allows to present the desired elements succinctly and efficiently. 

B.3.2. Inventory of Applicable Norms
Applicable Norms. As identified, prior to conducting the risk assessment, the assessor should identify 
the standards that apply to the project. The Appendix attached to this document identifies several stan-
dards relevant to the assessment.

109	  D. KLOZA, A. CALVI, S. CASIRAGHI, S. V. MAYMIR and N. IOANNIDIS, supra, note 22, 40. 
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B.3.3. Risk Management Chart 
Risk Management and rRcommendations. The following table is proposed for the presentation of the 
risk assessment and recommendations. 

RISK ASSESSMENT 

Risk Implemented 
Measures Probability  Impact Échelle  

du risque

[Name of the 
identified risk]:  

[Description of 
the identified 
risk and its 
causes.]  

[Imposed Mea-
sures] 

[Low/Moderate/ 
High] 

[Justification] 

 

[Low/Moderate/ High] 

[Justification with: 

Information’s sensi-
tivity

The likelihood of harm-
ful uses 

Apprehended conse-
quences] 

[Low/Moderate/
High] 

 

 RECOMMENDATIONS 

Recommended 
Measures

Residual  
Probability  Residual Impact Scale for Residual 

Risk

[Mesures to impose] [Low/Moderate/ High] 

[Justification] 

[Low/Moderate/High] 

[Explanation] 

[Low/Moderate/High] 
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I. Responsability 

1. Objectives of this Section 
Identify the responsible parties and their responsibilities. In this section, the evaluator must identify 
the organizations and individuals responsible for the protection of personal information. As such, it is 
necessary to clearly assign the responsibilities of the various people and actors working within the proj-
ect: both internally within the organization, and externally (e.g., the responsibility of partners).  

2. General Considerations 

a) Privacy Officer 
Identity of the Person in Charge. Bill 64 provides that “the person in charge of the protection of personal 
information” is the “individual with the highest authority”110 within an enterprise. 

Person in Charge of the Protection of Personal Information. The person in charge of the protection of per-
sonal information should be identified, and it should be determined whether they have the authority to 
perform the role and understand the role. This person’s mandate includes ensuring compliance with the 
Act and approving the policies and governance practices outlined above.  

Possible delegation. The person in charge of the protection of personal information may delegate his or 
her duties in writing. This person’s responsibilities may be delegated to a staff member or to an external 
person111. 

b) Personal Information Governance
Governance policies and practices. The organization shall adopt and implement policies and practices 
governing the governance of personal information. These policies and practices shall be “proportionate 
to the nature and scope of the enterprise’s activities”112. They must be “approved by the person in charge 
of the protection of personal information.”113  

Content of Governance Policies and Practices. Governance policies and practices should include114: 

•	 the applicable framework for the retention and destruction of this information 

•	 the roles and responsibilities of its staff throughout the life cycle of the information, and 

•	 a process for handling privacy complaints115. 

110	 Bill 64, supra, note 1. art 103 (amended s. 3.1. of the ARPPIPS). 
111	 Id. See comment in Amendement 55 in NATIONAL ASSEMBLY OF QUEBEC (COMMITTEE ON INSTITUTIONS), Clause-by-clause consideration of 

Bill 64, An Act to modernize legislative provisions as regards the protection of personal information (Text adopted with amendments), tabled in the 
National Assembly: n°2702-20210914 (2021), 1 (42nd Legislature). 

112	 Bill 64, supra, note 1, s. 103 (amended s. 3.2. of the ARPPIPS). 
113	 Id. 
114	 Id. 
115	 Id. 
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Restricting Access to Information. The organization should plan to limit access to personal information 
by its employees and agents. Unless the individual consents or the Act provides exceptions, employees 
and agents of the organization may only have access to information that is necessary for the perfor-
mance of their duties116.  

c) External Considerations 
Assess the responsibilities of partners. If the project requires partners, assess whether the responsi-
bilities of each are clearly identified in the contracts. If partners have responsibilities, they should be 
identified. 

Custody of a technology document. If the company in charge of the project entrusts the custody of a 
technological document to a service provider, the service provider must inform the company before-
hand: 

“As to the privacy protection required by the document according to the confidentiality of the informa-
tion it contains”117 and 

“As to the persons who are authorized to access the document”118. 

3. Considerations that are Specific to AIS
Assign a Manager in AI. As will be shown in the following sections, the use of an AIS contains its own risks 
and considerations. For this reason, it is recommended that an AI Manager be appointed to identify and 
address these risks119. They should:  

•	 Possess the knowledge and skills necessary to understand how the AIS works, 

•	 Possess the knowledge and skills to detect confidentiality incidents, 

•	 Possess the knowledge, authority and skills to identify, understand and apply appropriate security 
measures, and 

•	 Possess the knowledge, authority, and skills to alter the results or operation of the AIS if necessary. 

By Default. If the organization does not assign an AI Officer, then this position is, by default, filled by the 
person in charge of the protection of personal information120. 

 	  

116	 Id. s. 117 (amended s. 20 of the ARPPIPS). 
117	 Act to establish a legal framework for information technology, supra, note 76, s. 26 
118	 Id. 
119	 OBVIA, supra, note 44, 8. 
120	 Id. 
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II. SOCIAL JUSTIFICATION 

1. Objectives of this Section 
Structure of the section. This section is subdivided into two parts. The first part is concerned with as-
sessing the social justification for the project as a whole. The second part is concerned with assessing 
the collection, use, disclosure, retention, and disposal operations affecting personal information. 

Objectives of the project assessment. Assessing the social justification for the project involves ana-
lyzing the objectives of the project. It also requires identifying whether what the project proposes is 
rationally connected to the above objectives. Finally, it is necessary to assess whether the project con-
stitutes a minimal invasion of the privacy of the individuals involved.  

Objectives of Operations Assessment. Operations assessment involves assessing the purposes of the 
operations affecting personal information and evaluating the lawfulness of information collection, use, 
disclosure, and retention operations.  

There are also consent considerations and obligations related to the flow of personal information out-
side the Province of Quebec. 

2. Considerations that are Specific to this Project
Establish the Existence of Objectives. The project must be motivated by one or more objectives. These 
should have already been identified in Part A of the evaluation.  

Establish the Legitimacy of the Objectives. Assess whether the project objectives are legitimate and 
relate to “real and justifiable concerns”121. If the objective of the project is to address a particular issue, it 
may be useful to present evidence, references to the scientific literature or any other form of documen-
tation that illustrates the existence of the issue. 

Establish the Proportionality of the Project. The projet should focus on a “proportionate solution”122 to 
its objectives. Similar to the CAI, we propose to assess the project against questions inspired by the 
proportionality test set out by the Supreme Court of Canada in R. v. Oakes123, prioritizing on the following 
criteria: 

•	 Is there a rational connection between the project’s objectives and the means provided by the project? 
These measures “must not be arbitrary, unfair or based on irrational considerations.”124 

•	 Does the project impair “as little as possible the right or freedom in question”125 of the persons con-
cerned?  

•	 Are the effects of the measures restricting the right proportional to the objectives?126 The question 
here is whether the “tangible benefits outweigh the consequences or harms to the individuals con-
cerned”127. 

121	  COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, note 18, p. 4. 
122	  Id.
123	  [1986] 1 S.C.R. 103, para. 70, and COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, note 18, p. 4.
124	  Oakes, supra, note 123, para 70.
125	  Id.
126	  Id.
127	  COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, note 18, p. 4.
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Limitations. It is not appropriate at this stage of the evaluation to comment extensively on the opera-
tions of the project. The evaluation should, if possible, be limited to addressing the project as a whole. 

Stakeholders. It may also be useful to identify whether the company in charge of the project has con-
sulted with civil society organizations or groups so that they can express their concerns about the risks 
presented by the project. This can help identify the risks and benefits of the project. 

a) Existence of a Rational Connection 
Connection with the Objectives. Analyzing the existence of a rational link consists in identifying that 
the means used can really meet the above-mentioned objectives. For example, if the purpose is to get 
to know its customers better, then using certain types of personal information from them is a rational 
approach. In addition, it is appropriate to assess whether the identified purposes of the personal infor-
mation (as identified in Part A) are rationally connected to the objectives of the project as a whole. If 
the project uses AIS, it may be useful to assess the solution against the scientific literature or evidence. 

b) Minimal Impairment 
Minimal Risk. In this case, the question is whether the objectives of the project could be accomplished by 
other means that would be less invasive and less risky for the people involved. If an alternative presents 
less risk to users than the project under consideration, it should be proposed, why it is not preferred, and 
the adequacy of that justification should be assessed.  

c) Proportionality 
Refers to Section C of the evaluation. We propose to assess the third criterion in Part C of this evalua-
tion. Indeed, the purpose of the DFIA is to identify the potential consequences or harms that could affect 
those affected. In other words, assessing whether the project is proportional requires conducting, in 
large part, the DFIA itself. As such, this criterion should be assessed in Part C of the document, the Final 
Assessment.  

3. Considerations that are Specific to Operations
Objectives of the Subsection. The assessor shall ensure that the collection, use, disclosure, retention, 
destruction, and de-identification of personal information meet established standards. In order to do so, 
the risks associated with each of these operations must be assessed, as well as the risks associated with 
operations involving persons or organizations located outside of the province. 

a) Collection 
Determining the Serious and Legitimate Reason. The assessor shall identify whether the collection of 
personal information is “serious and legitimate reason.”128  

Identify the Purposes. The purposes of personal information shall be clearly identified and communi-
cated to individuals before it is collected129. The assessor has been asked to identify the purposes of the 
personal information in Part A. 

128	  Civil Code of Quebec, c. CCQ-199, art. 37, and Bill 64, supra, note 1, ss. 100 and 104 (new ss. 1.1. and 4 of the ARPPIPS). 
129	  Bill 64, supra, note 1, s. 105 (amended s. 5 of the ARPPIPS). 
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Relevance. Once these purposes are identified, it is necessary to assess whether the collection is limit-
ed to personal information relevant to the identified purposes130.  

Necessity. Only the personal information necessary to fulfill the above purposes may be collected131. 
According to the CAI, the necessity test cannot be waived, even if the person concerned consents132. The 
CAI resquires that, to demonstrate necessity, it is necessary to show:  

1.	 The legitimate, important, urgent and actual nature of the collection133, 

2.	 The proportionality of privacy breach134 and the pursued purposes, that is: 

•	 that the collection is rationally related to the intended purpose135,  

•	 that “there is no reasonable alternative that is less privacy-invasive”136, 

•	 “The useful effect is greater than the harm likely to be caused”137  

Lawful Means. Information must be collected by lawful means138. 

Origin of the Information. Personal information should normally be collected from the person con-
cerned139. However, personal information may be collected from third parties if: 

•	 the person concerned consents to the collection of his or her information from third parties140. “Con-
sent to the communication of personal information by a third person may be given by the person con-
cerned to the person who collects the information from the third person.”141. 

OR

130	 More specifically, the art. 37 C.C.Q. only allows the collection of “information which is relevant to the stated objective of the file”.  
131	 Bill 64, supra, note 1, s. 105 (amended s. 5 of the ARPPIPS).
132	 COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, “La collecte de renseignements personnels”, online: <https://www.cai.gouv.qc.ca/la-col-

lecte-de-renseignements-personnels/> (consulted on March 10, 2022), and Commission d’accès à l’information du Québec, Enquête à l’égard de 
9055-4635 Québec inc. (Alimentation Larouche), paras. 16-17, online: <https://decisions.cai.gouv.qc.ca/cai/ss/fr/item/500003/index.do> (con-
sulted on January 19, 2022).

133	 Commission d’accès à l’information du Québec, Enquête à l’égard de 9055-4635 Québec inc. (Alimentation Larouche), supra, note 132, paras. 16-17. 
134	 Id., para. 17. 
135	 COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, “Fiche d’information sur les pièces d’identité : entreprises”, p. 1, en ligne: <https://www.cai.

gouv.qc.ca/documents/CAI_FI_pieces_identite_entreprises.pdf> (consulted on January 20, 2022).  
136	 Id. The CAI also formulates the question as follows: " is the breach of privacy minimized?" See COMMISSION D’ACCÈS À L’INFORMATION DU QUÉ-

BEC, supra, note 132. 
137	 COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, note 135.  Also formulated as such by the CAI: “whether the disclosure of the infor-

mation requested is clearly more useful to the company than harmful to the person concerned”. See COMMISSION D’ACCÈS À L’INFORMATION DU 
QUÉBEC, supra, note 132. It should be noted that this information from the CAI dates from before the reform brought about by Bill 64. However, 
the amendment of section 5 of the ARPPIPS by Bill 64 does not seem a priori to substantially modify the necessity test. This information has, 
however, been altered by the authors to reflect the main change made to the section, namely that necessity must now be interpreted in light of 
the purposes determined prior to collection, rather than in light of the purpose of the file. 

138	 Act respecting the protection of personal information in the private sector, supra, note 108, s. 5.  
139	 Id. s. 6. 
140	 Id. 
141	 Id. s. 15. 

https://www.cai.gouv.qc.ca/la-collecte-de-renseignements-personnels/
https://www.cai.gouv.qc.ca/la-collecte-de-renseignements-personnels/
https://decisions.cai.gouv.qc.ca/cai/ss/fr/item/500003/index.do
https://www.cai.gouv.qc.ca/documents/CAI_FI_pieces_identite_entreprises.pdf
https://www.cai.gouv.qc.ca/documents/CAI_FI_pieces_identite_entreprises.pdf
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•	 the person collecting the information from a third party has a serious and legitimate reason142 and: 

•	 “the information is collected in the interest of the person concerned and cannot be collected from him 
in due time”143  

OR

•	 “Collection from a third person is necessary to ensure the accuracy of the information”144.

OR 

•	 the Act otherwise allows collection from a third party without the consent of the individual.  

Refusal of Service. A person shall not refuse to comply with a request for goods, services or employment 
because of a refusal to provide personal information unless: 

•	 1. “the collection is necessary for the conclusion or performance of a contract”145, 

•	 2. “collection of that information is authorized by law”146  

OR 

•	 3. “there are reasonable grounds to believe that the request is not lawful”147. 

Default Settings. If the service or technology product offered to the public has privacy settings, these 
should, by default, provide the highest level of privacy without the need for any intervention by the data 
subject148. However, this standard does not affect the privacy settings of a cookie149. 

142	  Id., art. 6 C.C.Q., supra, note 128, art 37, and Bill 64, supra, note 1, ss. 100 and 104 (new ss. 1.1 and 4 of the ARPPIPS). 
143	  Act respecting the protection of personal information in the private sector, supra, note 108, s. 6. 
144	  Id. 
145	  Id. s. 9. 
146	  Id. 
147	  Id.
148	  Bill 64, supra, note 1, s. 108 (amended s. 9.1. of the ARPPIPS). 
149	  Id. 
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b) Use 
Limited to Purposes Identified Prior to Collection. Assess whether the information is used only for the 
purpose for which it was collected150.  

Exceptions. If the use is not for the purpose for which it was collected, then it is necessary to identify 
whether any of the exceptions in the Act apply. For example, Bill 64 provides that personal information 
may be used in any of the following circumstances:  

•	 if it is used for purposes “consistent151 with the purposes for which it was collected152, 

•	 “If it is clearly used for the benefit of the person concerned”153,  

•	 “If its use is necessary for the purpose of preventing and detecting fraud or of assessing and improving 
protection and security measures”154, 

•	 “If its use is necessary for the purpose of providing or delivering a product or providing a service re-
quested by the person concerned”155  

•	 “If its use is necessary for study or research purposes or for the production of statistics and if the in-
formation is de-identified.”156  

OR 

•	 The person concerned consents. “Such consent must be given expressly when it concerns sensitive 
personal information.”157.  

Anonymization. As identified, the Act allows personal information to be used without consent if it is an-
onymized. Bill 64 provides that information is anonymized “if it is, at all times, reasonably foreseeable in 
the circumstances that it irreversibly no longer allows the person to be identified directly or indirectly”158. 
The Act requires that information be “anonymized according to generally accepted best practices and 
according to the criteria and terms determined by regulation”159. 

Risks Associated with Anonymization. However, there are risks in claiming that information is ano-
nymized. The criteria set out in the Act to qualify for this exception may be difficult to meet. Indeed, 
during the consultations on the passage of Bill 64160 some intervenors, including the CAI, identified that 
anonymization was “virtually impossible to achieve”161.  

150	 Bill 64, supra, note 1, s. 110 (amended s. 12 of the ARPPIPS). 
151	 The Act provides that “In order for a purpose to be consistent […] it must have a direct and relevant connection with the purposes for which the 

information was collected. However, commercial or philanthropic prospection may not be considered a consistent purpose.”  
152	 Bill 64, supra, note 1, s. 110 (amended s. 12 of the ARPPIPS), and Civil Code of Quebec, supra, note 128, art 37. 
153	 Bill 64, supra, note 1, s. 110 (amended s.12 of the ARPPIPS). 
154	 Id. 
155	  d. 
156	 Id. s. 119 (amended s. 23 of the ARPPIPS). 
157	 Id. s. 110 (new s. 12 of the ARPPIPS) and art. 37 C.C.Q. 
158	 Id. s. 119 (amended s. 23 of the ARPPIPS).
159	 Id.  
160	 Note that these comments were not directed at the final version of Bill 64. Amendments will be made to Section 111. These amendments will, for 

example, add the aforementioned criteria of reasonableness ("reasonably foreseeable in the circumstances") and of permanence ("at all times").  
161	 See, for example, NATIONAL ASSEMBLY OF QUEBEC, “Clause-by-clause consideration of Bill 64, An Act to modernize legislative provisions as 

regards the protection of personal information – 42nd Legislature, 1st session (27 November 2018 to October 13, 2021)”, Hansard of the Committee 
on Institutions	 45-96 (September 29, 2020), online: <http://www.assnat.qc.ca/en/travaux-parlementaires/commissions/ci/mandats/Man-
dat-43711/index.html> (consulted on December 3, 2021). 

http://www.assnat.qc.ca/en/travaux-parlementaires/commissions/ci/mandats/Mandat-43711/index.html
http://www.assnat.qc.ca/en/travaux-parlementaires/commissions/ci/mandats/Mandat-43711/index.html
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It is because of these interventions that an amendment was made to the bill162. It is this amendment that 
is at the origin of the strange mention that the impossibility of identifying (irreversibly) the person con-
cerned should be “ at all times, reasonably foreseeable in the circumstances.”163.  

In order to clarify the intention behind this amendment, it is appropriate to share a comment made by 
the provincial Minister Responsible for Access to Information and the Protection of Personal Information 
during discussions in the National Assembly. 

Indeed, the Minister recognized that: “ that regardless of the context, as long as I make reasonable ef-
forts to anonymize irreversibly, I will be in compliance with the law.”164  

Anonymization Criteria. A robust anonymization process should, at a minimum, meet the following three 
criteria: 

•	 Individualization, that is, it should not be possible to isolate or identify an individual directly or indi-
rectly from the information165. 

•	 Correlation, i.e., it should not be possible to “link separate data sets about the same person.”166 

•	 Inference, that is, it should not be possible to “infer new information about a person.”167 

162	  NATIONAL ASSEMBLY OF QUEBEC, “Clause-by-clause consideration of Bill 64, An Act to modernize legislative provisions as regards the protec-
tion of personal information”, Hansard of the Committee on Institutions 45-132 (March 31, 2021), online: <http://www.assnat.qc.ca/en/travaux-par-
lementaires/commissions/ci/mandats/Mandat-43711/index.html> (consulted on January 21, 2022). 

163	  Bill 64, supra, note 1, s. 119 (amended s. 23 of the ARPPIPS). 
164	 NATIONAL ASSEMBLY OF QUEBEC, supra, note 162.
165	  164	 GOUVERNMENT OF QUEBEC, “Destruction ou anonymisation”(November 23, 2021), online: <https://www.quebec.ca/gouvernement/tra-

vailler-gouvernement/travailler-fonction-publique/services-employes-etat/conformite/protection-des-renseignements-personnels/anonymi-
sation/destruction-ou-anonymisation> (consulted on January 21, 2022), ARTICLE 23 DATA PROTECTION WORKING PARTY, Opinion 05/2014 on 
Anonymisation Techniques, WP216, 0829/14/EN, Brussels, European Commission, 2014, online: <https://ec.europa.eu/justice/article-29/docu-
mentation/opinionrecommendation/files/2014/wp216_en.pdf>.  

166	  Id.
167	  Id.

http://www.assnat.qc.ca/en/travaux-parlementaires/commissions/ci/mandats/Mandat-43711/index.html
http://www.assnat.qc.ca/en/travaux-parlementaires/commissions/ci/mandats/Mandat-43711/index.html
https://www.quebec.ca/gouvernement/travailler-gouvernement/travailler-fonction-publique/services-emp
https://www.quebec.ca/gouvernement/travailler-gouvernement/travailler-fonction-publique/services-emp
https://www.quebec.ca/gouvernement/travailler-gouvernement/travailler-fonction-publique/services-emp
https://ec.europa.eu/justice/article-29/documentation/opinionrecommendation/files/2014/wp216_en.pdf
https://ec.europa.eu/justice/article-29/documentation/opinionrecommendation/files/2014/wp216_en.pdf
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DISTINCTIONS WITH THE EUROPEAN REGIME  

Is Anonymized Information Personal Information?  
It is very clear under the European regime that anonymized personal information cannot be considered as 
personal data168. Accordingly, the GDPR does not require compliance with data protection principles for ano-
nymized data169.  

This conclusion is logical since personal data is defined by the GDPR as information “concerning an identified 
or identifiable natural person”170. However, in order for data to be anonymized, it must no longer be possible to 
identify the person concerned171. Consequently, anonymized data cannot, by definition, be personal data.  

On the other hand, in Quebec, section 119 of Bill 64172 indicates that even anonymized information does not 
completely escape the obligations imposed by the ARPPIPS. As with personal information, anonymized infor-
mation can only be used for “serious and legitimate purposes”173. Yet section 1 of the ARPPIPS clearly states 
that the Act applies to personal information. Anonymized information, which is defined by its inability to iden-
tify the individual to whom it relates, cannot logically meet the definition of personal information. Personal 
information is defined by its ability to identify the individual to whom the information relates174. In this respect, 
anonymized information concerning a natural person seems to have a special status under Bill 64. On the one 
hand, it cannot logically meet the definition of personal information, but on the other hand, it does not totally 
escape certain obligations imposed by ARPPIPS. 

168	 ARTICLE 23 DATA PROTECTION WORKING PARTY, supra, note 165, Athena BOURKA, Prokopios DROGKARIS and Ioannis AGRAFIOTIS, Pseudonymi-
sation techniques and best practices: recommendations on shaping technology according to data protection and privacy provisions., EUROPEAN 
UNION Agency for Cyber Security (ENISA), 2019, p. 13, online:  https://op.europa.eu/publication/manifestation_identifier/PUB_TP0119810ENN 
(consulted on 28 octobre 2021), Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individ-
uals with regard to the processing of personal data and on the free movement of such data, (October 24, 1995), 281 (OJ L), online:  https://eur-lex.
europa.eu/legal-content/EN/TXT/?uri=celex%3A31995L0046 (consulted on March 12, 2022).

169	 Id, Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (GDPR), 
supra, note 16. Preamble 26. 

170	 Id. art 4(1). 
171	 A. BOURKA, P. DROGKARIS and I. AGRAFIOTIS, supra, note 168, p. 13. 
172	 See NATIONAL ASSEMBLY OF QUEBEC, “Bill 64, An Act to modernize legislative provisions as regards the protection of personal information - 

Amendments”, See p. 82 of "Amendements Adopted - PL 64", online. (Consulted on January 19, 2022). 
173	 Bill 64, supra, note 1, s. 119 (amended s. 23 of the ARPPIPS). 
174	 Act respecting the protection of personal information in the private sector, supra, note 108, s. 2. 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A31995L0046
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A31995L0046
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c) Communication 
Communications. Next, it is necessary to assess whether the information is disclosed to third parties 
and whether such disclosures are permitted175.  

Consent. With certain exceptions, consent is required for the disclosure of personal information176.  

An example of an exception is a commercial transaction. However, personal information may be dis-
closed without consent in the course of a commercial transaction when: 

•	 “Where the communication of personal information is necessary for concluding a commercial transac-
tion to which a person carrying on an enterprise intends to be a party”177,

•	 “An agreement must first be entered into with the other party that stipulates, among other things, that 
the latter undertakes 

a.	 To use the information only for concluding the commercial transaction”178, 

b.	 Not to communicate the information without the consent of the person concerned, unless autho-
rized to do so by this Act,”179 

c.	 To take the measures required to protect the confidentiality of the information”180, 

d.	 To destroy the information if the commercial transaction is not concluded or if using the informa-
tion is no longer necessary for concluding the commercial transaction”181. 

If, Where the commercial transaction has been concluded and the other party wishes to continue using 
the information or to communicate it, that party may use or communicate it: 

•	 “Within a reasonable time after the commercial transaction is concluded, that party must notify the 
person concerned that it now holds personal information concerning him because of the transaction”182 

AND

•	 “Only in accordance with this Act”183.

175	  Art. 37 C.C.Q. and Bill 64, supra, note 1, ss. 110-118 (ss. 13-21.0.2 of the ARPPIPS).
176	  Id. 
177	  Bill 64, supra, note 1, s. 115 (amended s. 18.4 of the ARPPIPS).
178	  Id.
179	  Id.
180	  Id.
181	  Id.
182	  Id.
183	  Id.
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An example of an exception is a mandate, contract of services or of enterprise. Personal information 
may also be disclosed without consent if: 

•	 “The information is necessary for carrying out a mandate or performing a contract of enterprise or for 
services entrusted to that person or body by the person carrying on an enterprise.”184

•	 The mandate or contract by writing185, 

•	 The mandate or contract shall set out the measures to be taken by the agent or contractor: 

a.	 “To protect the confidentiality of the personal information communicated”186, 

b.	 “To ensure that the information is used only for carrying out the mandate or performing the con-
tract”187, 

c.	 “To ensure that the mandatary or person does not keep the information after the expiry of the 
mandate or contract.”188

These measures do not have to be registered if the mandatary or the person performing the contract is 
a public body189 or a member of a professional order. 

In exchange, the mandatary or the person performing the contract must:

•	 “Notify the person in charge of the protection of personal information without delay of any violation or 
attempted violation by any person of any obligation concerning the confidentiality of the information 
communicated”190, 

AND

•	 “allow the person in charge of the protection of personal information to conduct any verification relat-
ing to confidentiality requirements.”191. 

d) Conservation, Destruction and Anonymization 
Limited Retention. Finally, the assessor must identify whether the information is destroyed or ano-
nymized after its purposes have been fulfilled as required by the Act192. If this is not the case, the ap-
praiser must analyze whether the time limits benefit from a statutory retention period. 

Duration. According to the CAI, the retention period for information does not necessarily need to specify 
a specific number of days, months or years. The time limit may refer “to a specific event or [to] a specific 
situation.”193 

Retention Requirements. It is also important to identify whether the Act imposes a specific retention 
period on personal information and whether this period is respected. For example, where personal infor-
mation is used in an exclusively automated decision, it must be retained for at least one year following 
the decision.194 

184	  s. 115 (amended s. 18.3 of the ARPPIPS). 
185	  Id. 
186	  Id. 
187	  Id. 
188	  Id.
189	  More specifically a “public body within the meaning of the Act respecting Access to documents held by public bodies and the Protection of personal 

information”. See Id. 
190	  Id.
191	  Id.
192	  Id. s. 119 (amended s. 23 of the ARPPIPS). 
193	  COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, note 50. 
194	  Bill 64, supra, note 1, s. 109 (amended s. 11 of the ARPPIPS).
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DISTINCTIONS WITH THE EUROPEAN REGIME 

Standards Applicable to "Processing" or Specific Operations  
The notion of "processing" is central to the GDPR. The GDPR defines "processing" as "any operation or set of 
operations, whether or not by automated means, which is performed on personal data or sets of personal 
data"195. The concept thus includes, among others196:  

•	 Collection

•	 Recording, 

•	 Organizing,

•	 Preservation, 

•	 Consultation, 

•	 Use, 

•	 Communication by transmission, 

•	 Deletion 

•	 Destruction. 

The standards set out in the GDPR generally apply to the "processing" of data and, therefore, to all of the op-
erations mentioned above197. The notion of "treatment" is absent from Bill 64198. Accordingly, the standard im-
posed by Bill 64 apply to specific transactions. For example, the bill provides sometimes different standards 
for the communication199, collection200, preservation201, destruction202 and use203 of personal information.  

C-11 also planned to apply specific standards to the collection204, use205 or communication206 of personal 
information.

 

195	 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) 
(GDPR), supra, note 16, art 4.

196	 Id.
197	 See for example, Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons 

with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection 
Regulation) (GDPR), supra, note 16, ss. 6 and 9. However, this is not always the case. For example, there are specific obligations regarding data 
collection and storage. See for example, Id., section 5(1)(b) and 5(1)(e).

198	 Note, however, that Bill 64 uses the term “processing” in the standards for decisions based exclusively on automated processing. See par e.g., Bill 
64, supra, note 1, art 102 (amended s. 12 of the ARPPIPS).  

199	 See for example, Id. s. 111 (amended s. 17 of the ARPPIPS).  
200	See for example, Id. s. 107 and 111 (amended s. 8 and 17 of the ARPPIPS). 
201	 See for example, Id. art 103, 110 and 111 (new ss. 3.2, 21.02 and 23 of the ARPPIPS).
202	See for example, Id. art 103 and 118 (amended s. 3.2. and 21.0.2. of the ARPPIPS). 
203	See for example, Id. s. 119 (amended s. 22 of the ARPPIPS). 
204	See for example, Bill C-11: An Act to enact the Consumer Privacy Protection Act and the Personal Information and Data Protection Tribunal Act and 

to make consequential and related amendments to other Acts, supra, note 61, s. 13. 
205	See for example, Id, ss. 21, 30 and 38. 
206	See for example, Id, ss. 31 to 37 and 39. 
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e) Consent
The Importance of Consent. As identified, transactions involving personal information often require the 
consent of the individual concerned207. The assessor must therefore understand what constitutes valid 
consent under ARPPIPS in order to properly assess the legality and risks associated with transactions 
that require the consent of the data subject. 

Characteristics of Consents. A consent must be: 

1.	 Clear: “i.e., obvious, certain and indisputable “208,

2.	 Free: “i.e., to be given without constraint”209,  

3.	 Informed: “that is, it must be precise, rigorous and specific”210 . The person concerned must there-
fore be able to make an informed judgement on the scope of the consent. It is therefore necessary 
to indicate:

•	 what information will be disclosed and/or used, 

•	 to whom the information will be disclosed and/or for whom it will be used, 

•	 the purposes for which the information is disclosed and/or used, 

•	 how the information is communicated and/or used, 

•	 what will be the consequences of such communications and/or uses211.

4.	 Given for Specific Purposes. Consent must be sought for specific purposes and for each such pur-
pose212. 

AND

5.	 Time Limitation. Indeed, “Consent is valid only for the time necessary to achieve the purposes for 
which it was requested.”213 

207	 See art. 37 C.C.Q., Bill 64, supra, note 1, s. 110 (amended s. 14 ARPPIPS), and COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, note 50.
208	 Bill 64, supra, note 1, s. 110 (amended s. 14). and COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, note 50.
209	 Bill 64, supra, note 1, s. 110 (amended s. 14 of the ARPPIPS).
210	  COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, note 50.  
211	  Id.
212	  Bill 64, supra, note 1, s. 110 (amended s. 12 and 14 of the ARPPIPS). 
213	  Id. and COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, note 50. 
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Clearly and distinctly. The consent must be formulated in clear and simple language214. “If the request for 
consent is made in writing, it must be presented separately from any other information provided to the 
person concerned.”215. 

Express consent for sensitive information. The use and disclosure of “sensitive” information for pur-
poses other than those for which it was collected requires ‘expressly given’ consent”216. According to the 
CAI, an express consent must be “explicit and unequivocal, given by a positive gesture clearly showing 
agreement.”217 

Interaction with the Transparency Principle. Finally, Bill 64 provides that if the data subject provides his 
or her information after being informed of the rights and information mentioned in Points 2.2. and 2.3. of 
the next section on Transparency, then he or she consents to its use and disclosure for the purposes for 
which the information was collected218. 

Obligation to Assist. The organization shall assist the individual in understanding the scope of the con-
sent requested219.  

Consequences of Invalid Consent. A consent that is not given in accordance with the standards set by 
the ARPPIPS is without effect220. 

Right to Withdraw Consent. An individual may withdraw consent to the disclosure or use of the informa-
tion collected221.  

214	 Bill 64, supra, note 1, s. 110 (amended s. 14 of the ARPPIPS).
215	 Id. 
216	 Bill 64, supra, note 1, s. 110 (amended s. 12 and 13 of the ARPPIPS).  
217	 COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, « Le consentement à l’utilisation de la biométrie », online: <https://www.cai.gouv.qc.ca/

biometrie/le-consentement-a-lutilisation-de-la-biometrie/> (consulted on November 4, 2021). 
218	 Bill 64, supra, note 1, s. 107 (amended s. 8.3).  
219	 Id. s. 110 (amended s. 12 of the ARPPIPS).  
220	Id. s. 110 (amended s. 14 of the ARPPIPS).
221	 Id. s. 107 (amended s. 8 of the ARPPIPS).

https://www.cai.gouv.qc.ca/biometrie/le-consentement-a-lutilisation-de-la-biometrie/
https://www.cai.gouv.qc.ca/biometrie/le-consentement-a-lutilisation-de-la-biometrie/
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DISTINCTIONS WITH THE EUROPEAN REGIME 

What is Consent
The form that consent must take differs greatly between Quebec and European regimes. Indeed, the GDPR 
provides that any consent must be given “by a clear affirmative act”222. Thus, in Europe, “Silence, pre-ticked 
boxes or inactivity should not therefore constitute consent.”223.  

In the Province of Quebec, consent is not always given through a positive act. In fact, positive consent is char-
acteristic of so-called express consents224. Thus, the CAI defines express consent as consent that is “explicit 
and unequivocal, given by a positive gesture that clearly shows agreement.”225 Similarly, the Government of 
Quebec supports the idea that that express consent “requires an affirmative act on the part of the individual, 
such as filling out a form, answering a question in the affirmative or checking a box”226.  

In fact, consent in Quebec does not refer to the same notion as in Europe. Indeed, not only is consent not 
always given through a positive act, but also, in many circumstances, the “consent” required by the Act refers 
more to an obligation to provide information than to a real need to obtain a manifestation of the will of the 
person concerned.  

Thus, the Quebec statute requires that the person concerned be notified of certain information in accordance 
with amended s. 8 of the ARPPIPS (identified in Points 2.2. and 2.3. of the next section on Transparency)227. If 
the individual is validly informed of this information, then the Act provides that he or she “consents” to the use 
and disclosure of the personal information for the purposes intended228.  

An intervention by the President of CAI, Me Diane Poitras, during the public hearings on Bill 64, summarizes 
very well the place reserved for consent under the Quebec regime:

•	 “[…] While consent remains important, the Act already provides other legal bases for the collection, use or disclo-
sure of personal information. The amendments proposed by the Bill are consistent therewith.

•	 For example, consent is not required to collect information from the individual. An organization must have a serious 
and legitimate interest in collecting personal information. It must identify the purposes for which it will be 
used before it is collected and collect only the information necessary for those purposes. It must inform the 
individual concerned. Only if an enterprise wishes to use the personal information it holds for new purposes 
or to communicate it to third parties must it obtain the consent of the person concerned.”229 (Our emphasis) 

222	Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) 
(GDPR), supra, note 16., Preamble 32.

223	Id., Preamble 32. Bill 64, supra, note 1, s. 102 (amended s. 12 and 13 of the ARPPIPS).
224	COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, note 217. 
225	 Id. 
226	GOUVERNMENT OF 	 QUEBEC, 	 “Renseignements personnels 	 sensibles”, online: <https://www.quebec.ca/gouvernement/travail-

ler-gouvernement/services-employesetat/conformite/protection-des-renseignements-personnels/consentement/renseignements-person-
nelssensibles> (consulted on November 4, 2021).

227	 Bill 64, supra, note 1, s. 107 (new ss. 8 to 8.3 of the ARPPIPS). 
228	Id. s. 107 (amended s. 8.3. of the ARPPIPS). 
229	“Special consultations and public hearings on Bill 64, An Act to modernize legislative provisions as regards the protection of personal infor-

mation”, (2020) 45-96 Hansard of the Committee on Institutions, online: <http://assnat.qc.ca/fr/travauxparlementaires/commissions/ci-42-1/
journal-debats/CI-200929.html> (consulted on January 19, 2022). 

https://www.quebec.ca/gouvernement/travailler-gouvernement/services-employesetat/conformite/protecti
https://www.quebec.ca/gouvernement/travailler-gouvernement/services-employesetat/conformite/protecti
https://www.quebec.ca/gouvernement/travailler-gouvernement/services-employesetat/conformite/protecti
http://assnat.qc.ca/fr/travauxparlementaires/commissions/ci-42-1/journal-debats/CI-200929.html
http://assnat.qc.ca/fr/travauxparlementaires/commissions/ci-42-1/journal-debats/CI-200929.html
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What is Express Consent    
It is clear from the foregoing that Europe and Quebec do not give the same meaning to the "express" character 
of consent. As identified, the notion of "express" consent is, in Quebec, intrinsically linked to the manifestation 
of consent by a "clear positive act"230. On the other hand, as stated in the Guidelines on Consent under Regula-
tion 2016/679 drafted by the Article 29 Working Party, “the GDPR prescribes that a ‘statement or clear affir-
mative action’ is a prerequisite for ‘regular’ consent”231. Gathering the so-called "explicit" or "express" consent 
of a data subject therefore requires more than a clear positive gesture. According to the Working Party, it is 
for instance appropriate to require a written statement signed by the person concerned232. As such, one must 
be careful not to conclude that a consent considered "express" in Quebec would necessarily be considered as 
such in Europe.

Right to Withdraw Consent
Bill 64 and the GDPR both recognize a right to withdraw consent in certain circumstances233. Yet, unlike Bill 64, 
the GDPR provides very clearly that “[i]t shall be as easy to withdraw as to give consent.”234.  

f) Persons and Organizations Outside Quebec
Disclosures and operations entrusted to a person outside Quebec. Disclosing personal information to 
a person or organization outside of Quebec or entrusting them with the task of collecting, using, com-
municating or retaining personal information on your behalf requires a PIA and being bound to that third 
party by written agreement235. The PIA must consider: 

•	 The sensitivity of the intelligence  

•	 The purpose of the intelligence  

•	 The safeguards that will be imposed on the intelligence 

AND

•	 The legal regime of the state to which the information would be disclosed, including the privacy prin-
ciples applicable there. 

Information may be released if236: 

•	 “[A]ssessment establishes that it would receive adequate protection, in particular in light of generally 
recognized principles regarding the protection of personal information”237, 

AND

•	 The release of the information must be the subject of a written agreement that takes into account, in 
particular

•	 The results of the assessment and 
•	 “If applicable, the terms agreed on to mitigate the risks identified in the assessment.”238.  

230	GOUVERNMENT OF QUEBEC, supra, note 226. 
231	 ARTICLE 29 WORKING PARTY, Guidelines on Consent under Regulation 2016/679, 17/EN, p. 21, online: https://ec.europa.eu/newsroom/article29/

items/623051/en (consulted on November 4, 2021). 
232	Id. 
233	Bill 64, supra, note 1, s. 107 and 119 (amended ss. 8 and 22 of the ARPPIPS), and Regulation (EU) 2016/679 of the European Parliament and of the 

Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, 
and repealing Directive 95/46/EC (General Data Protection Regulation) (GDPR), supra, note 16., art 7. 

234	Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (GDPR), 
supra, note 16, art 7. 

235	Bill 64, supra, note 1, s. 111 (amended s. 17 of the ARPPIPS). 
236	 Id. 
237	 Id. 
238	Id.

https://ec.europa.eu/newsroom/article29/items/623051/en
https://ec.europa.eu/newsroom/article29/items/623051/en
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III. TRANSPARENCY 

1. Objectives of this Section 
Assessing Transparency. This section is intended to assess issues related to the dissemination of in-
formation to the public and to data subjects. In this section, the assessor will also be asked to assess 
whether the rights of access of data subjects are respected. 

2. Transparency Towards the Persons Concerned
Main Objectives of Transparency. The assessent of transparency obligations towards users focuses on:  

1.	 Properly inform the people involved of the purpose of the project and the planned operations, 

2.	 Inform individuals of their rights with respect to personal information and the process to which they 
are subject, 

3.	 Inform the persons concerned about the use of certain technologies, 

4.	 Ensure that the right of access of data subjects is respected and 

5.	 Disseminate a privacy policy in simple and clear terms239. 

2.1. Informing Concerned Individuals of the Privacy Policy
Website Information. Any person who collects Personal Information by technological means must pub-
lish on their company’s website and disseminate through “any appropriate means to reach the persons 
concerned”240 the following information:  

1.	 A confidentiality policy,

AND

2.	 Notice […] for any amendment to such a policy. 

This information must be drafted in clear and simple language. 

239	  Id. s. 107 (amended s. 8.2.). 
240	 Id. 
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2.2. Inform the Persons Concerned of the Ends and Means
Information provided at the time of collection and upon request. At the time of collection and upon re-
quest, the organization shall inform individuals of: 

1.	 The purposes for which the information is collected, 

2.	 The means by which the information is collected, 

3.	 The name or categories of third parties on whose behalf the information is collected (if applicable), 

4.	 The names of third parties to whom it is necessary to disclose the information for the purposes of 
the information (if applicable)241  

AND

5.	 The possibility that the information may be disclosed outside Quebec (if applicable)242. 

Information Provided Upon Request. The enterprise must also provide certain information if requested 
by the individual. The enterprise must therefore inform the person concerned:  

1.	 What personal information is collected from them,  

2.	 Which categories of individuals have access to this information within the enterprise,  

3.	 The duration of the period of time the information will be kept, 

4.	 The contact information of the person in charge of the protection of personal information, 

AND

5.	 The source of the information collected, if it was collected from another person carrying on an en-
terprise243. 

Simple and clear terms. “The information must be provided to the person concerned in clear and simple 
language, regardless of the means used to collect the personal information”244. 

2.3. Inform the Persons Concerned of Their Rights
Inform of Rights. The assessor must also ensure that the organization informs data subjects of certain 
rights. For example, data subjects should be informed at the time of collection and upon request: 

1.	 Of their right to access, 

2.	 Of their right to rectify, 

AND 

3.	 Of their right to withdraw their consent to the disclosure and use of the information collected245. 

241	 COMMISSION 	 D’ACCÈS À L’INFORMATION DU QUÉBEC, “Transparence”, online: <https://www.cai.gouv.qc.ca/espace-evolutif-modernisa-
tion-lois/thematiques/transparence/> (consulted on 4 November 2021), and Bill 64, supra, note 1, s. 107 (amended s. 8 of the ARPPIPS). 

242	 Bill 64, supra, note 1, s. 107 (amended s. 8 of the ARPPIPS). 
243	 Id. art 106-107 (new art. 7 and 8 of the ARPPIPS). 
244	 Id. s. 107 (amended s. 8 of the ARPPIPS). 
245	 Id. 

https://www.cai.gouv.qc.ca/espace-evolutif-modernisation-lois/thematiques/transparence/
https://www.cai.gouv.qc.ca/espace-evolutif-modernisation-lois/thematiques/transparence/
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Clear and Simple Language. Like the above information, Bill 64 provides that this information must be 
communicated to the person concerned in clear and simple terms, “regardless of the means used to col-
lect the personal information.”246.  

Right to Withdraw Consent. Data subjects must be able to withdraw their consent to the “to the release 
or use of the information collected”247.  

Commercial and Philanthropic Prospection. An individual carrying on an enterprise and using personal 
information for commercial or philanthropic purposes shall “must identify himself to the person whom 
he is addressing and inform that person of his right to withdraw his consent to the personal information 
concerning him being used for such purposes”248 If the individual withdraws consent, then the personal 
information can no longer be used for such purposes249. 

2.4. Inform on the Use of Certain Technologies
Identification, Tracking and Profiling Technologies. Bill 64 requires that the person “who collects per-
sonal information from the person concerned using technology that includes functions allowing the per-
son concerned to be identified, located or profiled must first inform the person (1) of the use of such 
technology 250; and (2) of the means available to activate the functions that allow a person to be identi-
fied, located or profiled.”251 This information must be provided to the individual before the information is 
collected or used252. 

Decision based exclusively on automated processing. If the company uses personal information to make 
decisions based exclusively on automated processing, the person concerned must be informed “not later 
than at the time it informs the person of the decision.”253

2.5. Right of Access 
Content of the Right of Access. The right of access consists, on the one hand of confirming with the 
person concerned that the organization holds personal information concerning them254 and, on the other 
hand to provide access to that information by providing a copy upon request255. 

Time Limits. “The person in charge of the protection of personal information must reply in writing to 
the request for access or rectification, promptly and not later than 30 days after the date the request is 
received.”256 

Free of Charge. An individual who wishes to access their personal information “to make a decision about 
him, or to inform a third party” must be able to do so free of charge257. They may also have a record that 
another person has on them reproduced “for a reasonable cost.”258 

246	Id. 
247	 Id. 
248	Id. s. 119 (amended s. 22 of the ARPPIPS).
249	Id. 
250	Id. s. 107 (amended s. 8.1. of the ARPPIPS).
251	 Id. 
252	Id.
253	 Id. s. 110 (amended s. 12.1. of the ARPPIPS). 
254	Art. 38 C.C.Q. and Bill 64, supra, note 1, s. 120 (amended s. 27 of the ARPPIPS).  
255	Bill 64, supra, note 1, s. 120 (amended s. 27 of the ARPPIPS). Note that the Act entitles persons other than the individual to access certain infor-

mation under certain circumstances. See notably Act respecting the protection of personal information in the private sector, supra, note 108, s. 27 
and Bill 64, supra, note 1, s. 120 (amended s. 27 of the ARPPIPS). 

256	Bill 64, supra, note 1, art 124 (amended s. 32 of the ARPPIPS). 
257	 Art. 38 C.C.Q. 	
258	Id.
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Accessible and Intelligible. Personal information disclosed to the individual must be “in the form of a 
written and intelligible transcript”259. 

If requested by an applicant, personal information shall be provided in a structured and commonly used 
technological format unless this would create significant practical difficulties260. 

Exceptions. The Act provides that access may be refused under certain circumstances such as: 

•	 the presence of a serious and legitimate reason to refuse such access

OR 

•	 the information is likely to cause serious injury to a third party261. 

3. Transparency Towards the Public
Transparency Towards the public. This section refers to information that is intended to inform the public 
or the public at large of policies, actions and incidents affecting personal information.  

Mandatory Standards. The following information shall be published, in writing, on the company’s web-
site: 

1.	 Detailed information about governance policies and practices regarding personal information262 and 

2.	 The title and contact information of the Person responsible for information security263. 

In the absence of a website, this information should be disseminated by any other appropriate means264. 

Governance Policies and Practices. Policies and practices governing the governance of published per-
sonal information shall include the elements listed above in the section on Responsibility. 

Complaint Handling. A process for handling privacy complaints shall be available. Policies and practices 
governing the governance of personal information shall provide for this process.265

Incidents that Present a Risk of Serious Injury. Finally, the Act provides that in the event of a confiden-
tiality incident that poses a risk of serious injury, the person carrying on an enterprise must promptly 
notify the CAI and any “person whose personal information is concerned by a confidentiality incident”266. 
The person must also communicate to all persons or organizations likely to reduce the risk, communi-
cating to them only the information necessary to reduce the risk without the consent of the person con-
cerned267. The person responsible for information security shall record this disclosure268. 

259	  Id.
260	 Bill 64, supra, note 1, ss. 103 and 112 (amended ss. 3.3 and 27 of the ARPPIPS). 
261	  Art. 38 C.C.Q. 
262	 Bill 64, supra note 1, s. 103 (amended s. 3.2).
263	  S. 103 (amended s. 3.1). 
264	 S. 103 (amended s. 3.1. and 3.2). 
265	  Id. s. 103 (amended s. 3.2). 
266	  Id. s. 103 (amended s. 3.5 of the ARPPIPS).
267	  Id.
268	 Id.



51

IV. SECURITY 

1. Objectives of this Section 
Security Assessment. The Act provides for the obligation to take security measures “necessary to en-
sure the protection of the personal information collected, used, communicated, kept or destroyed”269.  

2. General Considerations
Reasonableness of measures. Security measures must be reasonable in light of: 

•	 the sensitivity of the information  

•	 the purpose for which the information is to be used, 

•	 the amount of information, 

•	 the distribution of the information  

AND

•	 the medium in which it is held270. 

Assessing Security Throughout the Life Cycle. The assessor must ensure the security of the intelli-
gence at all stages of its life cycle.  

Types of risks. Security therefore encompasses several types of risks including those associated with 
cyber-attacks aimed at accessing personal information, cyber-attacks or technical problems that may 
prevent access to personal information (e.g., ransomware, physical destruction of a server), cyber-at-
tacks aimed at altering personal information, etc. The risks identified may be physical, such as an in-
terruption of service due to loss of electricity or destruction of servers, or computer-related, such as a 
cyber-attack.  

Assessing the Risks Associated with Confidentiality Incidents. The assessor will need to analyze the 
risks associated with confidentiality incidents, which necessarily involves assessing the risks associat-
ed with:  

•	 access not authorized by law, 

•	 uses not authorized by law, 

•	 communications not authorized by law  

AND 

•	 unexpected or unauthorized loss of personal information. 

269	 Act respecting the protection of personal information in the private sector, supra, note 108, s. 10.
270	 Id.
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Types of measures. Measures shall be provided to, among other things: 

1.	 Detect confidentiality incidents, 

2.	 Respond appropriately to confidentiality incidents, 

3.	 Record confidentiality incidents271, 

4.	 Control access to the document by means of a restricted view technique272,

5.	 Reduce the probability of risks

AND

6.	 To limit their impacts.  

Actions Required in the Event of Confidentiality Incidents. A person who operates an enterprise and has 
reason to believe that a confidentiality incident has occurred must:  

•	 “Take reasonable measures to reduce the risk of injury”273,  

•	 “Prevent new incidents of the same nature”274  

AND

•	 Record the incident in a Confidentiality Incident Register275, 

Actions required if there is a risk of serious injury. However, if an incident poses a risk of serious harm 
to those affected, then the person operating the enterprise must: 

•	 Promptly notify the Commission d’accès à l’information276, 

AND

•	 “Notify any person whose personal information is concerned by the incident.”277. 

Sources of risk. The risks assessed include: 

•	 External risks such as unauthorized access to personal information by a third party, 

•	 Internal risks created by a failure or action of the enterprise itself or by the actions of staff members, 

AND

•	 Risks created by the company’s partners (such as subcontractors).  

De-identifying personal information. A simple and effective method of limiting the risks associated with 
personal information is to de-identify the information. De-identification involves ensuring that the infor-
mation no longer directly identifies the individual concerned278.  

271	  Bill 64, supra, note 1, s. 103 (amended s. 3.5 of the ARPPIPS). 
272	  Act to establish a legal framework for information technology, supra, note 76, s. 25. 
273	  Bill 64, supra, note 1, art 103 (amended s. 3.5. of the ARPPIPS). 
274	  Id. 
275	  Id., s. 103 (amended s. 3.8. of the ARPPIPS). 
276	  Id. S. 103 (amended s. 3.5. of the ARPPIPS).
277	  Id.
278	  Id. s. 110 (amended s. 12 of the ARPPIPS). 
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Replacing identifying information such as a user’s first and last name with an alphanumeric identifier 
allows the information to be de-identified. It is important, however, that the identifier is not generated 
from the personal information of the individual. For example, avoid assigning an identifier consisting of 
the initials and date of birth of the individual. Instead, the identifier should be chosen using a counter 
function, a pseudo-random number generator or a cryptographic hash function279. 

Prevent re-identification. Any use of de-identified information must be accompanied by “reasonable 
measures to limit the risk of someone identifying a natural person using de-identified information”280. 

Anonymization of personal information. Personal information can also be anonymized to provide greater 
security. However, as identified, caution should be exercised before indicating that information is ano-
nymized under Bill 64. 

3. Considerations that are Specific to AIS
Risks that are Specific to AIS. Safety measures specific to AIS must be provided. Indeed, the latter pres-
ent safety risks that are specific to them such as: 

•	 Risks associated with membership inference attacks that identify the presence of a specific individu-
al’s personal information in the training data of an AIS281, 

•	 Risks associated with model inversion attacks that can infer training data from an AIS282, 

•	 The risks of poisoning training data in an AIS by injecting misleading samples283 (“Data poisoning”), 

•	 Evasion attacks, which involve slightly altering the data that AIS seeks to categorize in an effort to 
deceive it (“Evasion attacks”)284… 

Assistance from the AI Manager. The AI Manager identified in the Responsibility section should assist 
the assessor in identifying risks associated with the use of AIS and measures to address them.  

279	 A. BOURKA, P. DROGKARIS and I. AGRAFIOTIS, supra, note 168, p. 24 and ss. Technically, ENISA identifies these measures as part of the pseud-
onymization of personal information. However, as noted above, pseudonymization as understood by the GDPR is very similar to the concept of 
depersonalization under Quebec law.  

280	Bill 64, supra, note 1, s. 110 (amended s. 12 of the ARPPIPS). 
281	 Michael VEALE, Reuben BINNS and Lilian EDWARDS, “Algorithms that remember: model inversion attacks and data protection law”, (2018) 376-2133 

Philos Trans A Math Phys Eng Sci 20180083, 5, DOI:  10.1098/rsta.2018.0083. See also: Hongsheng HU, Zoran SALCIC, Gillian DOBBIE and Xuyun 
ZHANG, “Membership Inference Attacks on Machine Learning: A Survey”, arXiv:2103.07853 [cs] 2021, 1, online: <http://arxiv.org/abs/2103.07853> 
(consulted on 1 octobre 2021).

282	M. VEALE, R. BINNS and L. EDWARDS, supra, note 281. See also: Matt FREDRIKSON, Somesh JHA and Thomas RISTENPART, “Model Inversion 
Attacks that Exploit Confidence Information and Basic Countermeasures”, 2015.12. and Ximeng LIU, Lehui XIE, Yaopeng WANG, Jian ZOU, Jinbo 
XIONG, Zuobin YING and Athanasios V. VASILAKOS, “Privacy and Security Issues in Deep Learning: A Survey”, (2021) 9 IEEE Access, 4567, DOI: 
10.1109/ACCESS.2020.3045078.

283	X. LIU and al., supra, note 282, 4568.
284	Id.

http://arxiv.org/abs/2103.07853
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V. EXPLICABILITY 

1. Objectives of this Section 
Define the principle of explicability. The organization must be able to provide sufficient and understand-
able explanations to its users. The principle of explicability differs from transparency in that it is more 
concerned with ensuring that the data subject understands the information provided to him or her in a 
particular context, namely that of decisions based exclusively on automated processing. 

Definition of a “decision based exclusively on an automated processing”. Bill 64 does not define with is 
a “decision based exclusively on an automated processing”285.

However, the Government of Quebec has published a post on the impact of amendments to the Act re-
specting access to documents held by public bodies and the protection of personal information con-
cerning decisions based exclusively on automated processing286. Thus, a decision based exclusively on 
automated processing is a decision made without “any natural person having significant control over the 
decision”287 (our emphasis). As such, providing for a minor human intervention that could have no real im-
pact on the decision does not allow for exemption from the obligations related to exclusively automated 
processing288. However, the post also states that a “decision supporting tool”289 cannot be considered as 
a “decision based exclusively on automated processing” since it “does not make any decision”290.  

In view of the above, it should be identified that not all AIS can be recognized as decisions based ex-
clusively on automated processing. At the same time, not all decisions based exclusively on automated 
processing are produced by AIS.  

In our view, in order to produce a “decision” within the meaning of the Act, the determination made by 
the AIS must be capable of causing injury to the individual concerned or, at a minimum, produce an 
effect that could justify its review by an individual. We do not believe that an AIS whose purpose is to 
increase the resolution of images, however sensitive, could be considered to produce “decisions” within 
the meaning of the Act. This conclusion is consistent with the rights and duties conferred by Bill 64 with 
respect to decisions based exclusively on automated processing. The duties of explicability cannot, in 
our view, be interpreted in isolation from other rights conferred with respect to decisions based exclu-
sively on automated processing, such as the right of the person concerned by the decision to “be given 
the opportunity to submit observations to a member of the personnel of the enterprise who is in a posi-
tion to review the decision.”291.  

285	 Act respecting the protection of personal information in the private sector, supra, note 108, s. 12.1.  
286	  Act respecting Access to documents held by public bodies and the Protection of personal information, CQLR c. A-2.1, s. 65.2.
287	  GOUVERNMENT OF QUEBEC, supra, note 42. 
288	 Id. 
289	 Id. 
290	 Id.
291	  Bill 64, supra, note 1, s. 110 (amended s. 12.1. de la PIPEDA). 
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2. Exclusively Automated Decision-Making Processes  
Content of the principle. Bill 64 requires the operator of an enterprise that uses personal information 
to make a decision based exclusively on automated processing292 to inform, among other things, at the 
request of the person concerned, of the following: 

•	 before or at the time of the decision, that their information is subject to an exclusively automated de-
cision-making process293, 

•	 the personal information used to render the decision294, 

•	 the reasons and the principal factors and parameters that led to the decision; and295  

•	 in cases where profiling of the data subject is carried out, the company must inform the data subject 
of the use of this technology and inform him or her of the means offered to deactivate this function, if 
applicable296.   

Elements to be Assessed. We therefore recommend that the assessor analyzes: 

•	 whether the data subject is adequately informed that his or her information is subject to an exclusively 
automated decision-making process 

•	 whether a comprehensible and accurate explanation of how the automated process works is provided 
to the data subject 

•	 whether the explanation adequately describes the capabilities and limitations of the technology used, 

•	 whether this explanation identifies the information or categories of data used by the exclusively auto-
mated process,

•	 whether that explanation justifies the use of those same categories of data in the decision making, 

•	 where a profile is developed and used, whether there is an explanation of the relevance of the profile 
to the decision-making process297. In these circumstances, the evaluator must also ensure that the 
company complies with its obligations related to the use of profiling technologies (see Transparency 
section),  

AND 

•	 whether the key parameters and factors of the technology have been communicated “in a meaningful, 
simple and clear manner”298.  

292	 Id. 
293	  Id. 
294	 Id. 
295	  Id.
296	 Id. s. 107 (amended s. 8.1. of the PIPEDA).
297	  OBVIA, supra, note 44, 26.
298	 Id. 



56

Absolute Precision is not Claimed. The goal is not to provide an explanation that perfectly and scientif-
ically popularizes the automated decision-making process. Indeed, if the automated decision making is 
done by an AIS, the explicit description of the AIS process may be incomprehensible to some people. It is 
sufficient to produce sufficient explanations to understand the “logic” behind the automated decision299. 
The explanation should, among other things, enable affected individuals to make informed decisions 
about exercising their other rights, including their right to request a review of the decision.

Use educational tools. It may be appropriate in some circumstances to use interactive techniques and 
visualizations such as diagrams, charts, or graphs to facilitate understanding of the technology being 
used. 

Internal policy. It may be appropriate to include in the organization’s internal policies a definition of 
what the company means by “explicability”. It may also be useful to identify in these same policies “when 
does an explanation of technical procedures [become] necessary to ensure understanding by the person 
concerned.”300 

Third-Party Processes. The fact that the organization uses an AIS or automated process provided by a 
third party does not relieve the organization of its obligations to data subjects in terms of explicability. 
Bill 64 requires that this information be provided by the user of the personal information301. In this re-
spect, it may be useful to receive from the same third party a sufficient explanation of the functioning 
of the automated processing in order to be able to transmit the information to the persons concerned302. 

299	 Id., 26-27. 
300	 Id., 27. 
301	  Bill 64, supra, note 1. s. 110 (amended s. 12.1. de la PIPEDA). 
302	 OBVIA, supra, note 44, 27. 
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VI. ACCURACY, RIGHT OF RECTIFICATION AND RIGHT OF REVISION

1. Objectives of this Section 
Interconnection of accuracy, the right of rectification and the right of revision. We propose to study 
the compliance of the principle of accuracy, the right of rectification and the right to review a decision 
based exclusively on automated processing in the same section. Indeed, the right of rectification and 
the right of review are largely part of the principle of accuracy since they aim in part to ensure that an 
individual is not subjected to decisions based on false information or false premises. As such, ensuring 
respect for these rights reinforces respect for the principle of accuracy.  

Two types of accuracy. The principle of accuracy consists in making sure of:

1. the accuracy of the personal information used, 

AND 

2. the accuracy of decisions based solely on automated processing. 

2. Accuracy of Personal Information

2.1. Accuracy of Information
Accuracy of Personal Information. Personal information held must be303: 

1.	 Accurate,  

2.	 Complete

AND

2.	 Up to date. 

Proposed measures. As such, it is important to put in place measures to ensure that the personal infor-
mation used meets these criteria. This can be done, for instance, by regular data updates or by correct-
ing factors that may affect the accuracy of the information (e.g., the integrity of the information is not 
assured, reducing the time elapsed between collections, ensuring the reliability of the sources of the 
information...).  

Preference management tools. It is important to make privacy preference management tools available 
to individuals. These tools could allow individuals to verify the accuracy of their personal information, 
update it, correct inaccuracies, delete it and/or add to it304.  

303	Act respecting the protection of personal information in the private sector, supra, note 108, s. 11, Bill 64, supra, note 1, s. 101 (amended s. 11 of the 
ARPPIPS) and Bill C-11: An Act to enact the Consumer Privacy Protection Act and the Personal Information and Data Protection Tribunal Act and to 
make consequential and related amendments to other Acts, supra, note 61, s. 56. 

304	OBVIA, supra, note 44, 27. 
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2.2. Right of Rectification 

2.2.1. General Considerations 

Right of rectification. Requests for rectification must allow individuals to amend (or delete) their infor-
mation. The persons concerned by the information must be able to rectify or delete an item of an infor-
mation that is: 

•	 Inaccurate, 

•	 Incomplete,  

•	 Equivocal, 

OR 

•	 Not authorized for collection, disclosure or retention305. 

The request for rectification must be made in writing and must be addressed to the Privacy Officer306. It 
must be made by one of the persons authorized by the Act to do so, including the “person establishing 
[their] identity as the person concerned”307. 

Adding Comments. An individual may also provide written comments relating to his or her personal in-
formation308. As such, there should be “communication channels for individuals to provide feedback or 
ask questions related to their personal information.”309 

Deletion. An individual may also request the deletion of: 

•	 obsolete personal information, 

•	 information that is not relevant to the purposes for which it was collected, 

OR 

•	 personal information that was not authorized for collection, disclosure or retention310. 

Limits to the right of rectification. On the other hand, the request for rectification does not have to be 
granted, notably the following circumstances: 

1.	 if personal information is accurate, complete and unambiguous and  

2.	 if the information was collected, used and disclosed lawfully311. 

OR: 

1.	 if the personal information inferred (or predicted) by the application or system under consideration 
does not purport to be a fact and

2.	 the information was collected, used and disclosed lawfully312. 

305	Art. 40 C.C.Q. and Bill 64, supra, note 1, s. 121 (amended s. 28 of the ARPPIPS).
306	Bill 64, supra, note 1, ss. 123 and 129 (new ss. 30 and 40.1 of the ARPPIPS), Act respecting the protection of personal information in the private 

sector, supra, note 108, s. 30. 
307	 Id. 
308	Bill 64, supra, note 1, art 101 (amended s. 1.1. of the ARPPIPS). 
309	OBVIA, supra, note 44, 26. 
310	 Art. 40 C.C.Q., Bill 64, supra, note 1, s. 121 (amended s. 28 of the ARPPIPS). 
311	 Art. 40 C.C.Q. 
312	 Id. 
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Responsibilities of the Person in charge of the protection of personal information. It is the Person in 
charge of the protection of personal information who must respond to requests for rectification. They 
must also assist data subjects with their rectification requests if they are not sufficiently precise or if 
the person requests it.313.  

Time Limits. The Person in charge of the protection of personal information shall respond to the request 
promptly within 30 days of receipt of the request314. 

Duties in Case of Acceptance. If they grant the rectification, then the person in charge must, among 
other things: 

1.	 notify, without delay, the rectification to any person who received the information within the previ-
ous 6 months315, 

2.	 notify, without delay, the person from whom the information was obtained of the correction316 and 

3.	 issue to the person who made the request, free of charge, a copy of “a copy of any personal informa-
tion modified or added”317 or an “attestation that personal information has been deleted”318.

Duties in Case of Refusal. If they do not grant the request, the person in charge must, among other 
things: 

1.	 inform the person concerned of the reasons of the refusal, 

2.	 inform the person concerned of the recourses open to him

and 

3.	 if requested by the person concerned, assist them in understanding the refusal319. 

2.2.2. AIS-Specific Considerations 

Return on explainability. It is possible that a data subject may request to rectify AIS results or output 
data. In such circumstances, it is necessary to identify whether the right of rectification applies. For 
example, it should be remembered that the right of rectification does not apply in the following circum-
stances: 

1.	 the information used to achieve the outcome is accurate, complete and unequivocal320 and 

2.	 the information is lawfully collected, used and disclosed321. 

OR if: 

1.	 the results do not pretend to be facts 322 and 

2.	 the information is lawfully collected, used and disclosed323. 

313	 Bill 64, supra, note 1, s. 124 (amended s. 32 of the ARPPIPS). 
314	 Id. and Civil Code of Quebec, supra, note 128. 
315	 Id., art. 40. 
316	 Id.  
317	 Act respecting the protection of personal information in the private sector, supra, note 108, s. 35. 
318	 Id. and Bill 64, supra, note 1, s. 127 (amended s. 35 of the ARPPIPS). 
319	 Bill 64, supra, note 1, s. 126 (amended s. 34 of the ARPPIPS). 
320	COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, note 18, p. 24, citing Guidance on AI and data protection, Information Commission-

er’s Office (UNITED KINGDOM) 2020.
321	 Id. 
322	OBVIA, supra, note 44, 26, citing Guidance on AI and data protection, Information Commissioner’s Office (UK) 2020.
323	COMMISSION D’ACCÈS À L’INFORMATION DU QUÉBEC, supra, note 18, p. 24. 
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Deletion of templates. The deletion of personal information by a user does not imply that all models 
trained on that information must be deleted. However, the model may have to be deleted if it allows the 
inference of personal information324.  

Data Traceability. It may be appropriate to establish, throughout the life cycle of the AIS “data traceabili-
ty measures that identify the personal information that was used to make a decision and assess its level 
of accuracy.”325 

It may be appropriate to document the following: data flow, where it comes from, how it is collected, how 
it is transformed, and the measures in place to ensure that “the accuracy of the data [be] maintained”326 
through these operations327. 

DISTINCTIONS WITH THE EUROPEAN REGIME  

Information Deletion 
The Quebec regime considers the deletion of information as an extension of the right of rectification328. This 
right of rectification, as identified, allows not only to rectify the inaccuracy and incompleteness of personal 
information, but also to request the deletion of any information collected, communicated or used illegally329. 

Instead, the GDPR attaches the deletion of information as an extension of the right to erasure. Consequently, 
the GDPR provides that the right to erase one’s personal data must be justified by one of the multiple reasons for 
applying the right to erasure330. These grounds, however, do not apply to the right of rectification as conceived 
under the GDPR331. 

However, certain reasons justifying the use of the right to erasure in Europe would allow, in Quebec, to justify 
the use of a right of rectification. For example, it is possible to obtain under the GDPR, the erasure of personal 
data that have been unlawfully processed”332. As such, while the legal basis for the suppression of personal 
information differs between Europe and Quebec, it is not clear whether this difference causes significant dis-
tinctions in practice. 

324	OBVIA, supra, note 44, 28, citing Guidance on AI and Data Protection, Information Commissioner’s Office (UNITED KINGDOM) 2020. 
325	 Id., 31. 
326	 Id., 26. 
327	 Id.  
328	Bill 64, supra, note 1, art 127 (amended s. 35 of the ARPPIPS). 
329	Art. 40 C.C.Q. 
330	Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the 

processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (GDPR), 
supra, note 16., art 16-17. 

331	 Id. 
332	 Id. art 17. 
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3. The Accuracy of Decisions based Exclusively on Automated Processing 

3.1. Accuracy of Decisions
Measures. The organization must take steps to ensure that a user is not prejudiced by a decision based 
on incorrect inferences, predictions or assessments. This means ensuring the accuracy of information 
processing and the results of that processing. To ensure this, the organization can put in place various 
measures such as:  

1.	 ensure the traceability of data that would identify personal information used in exclusively automat-
ed decision making, 

2.	 record the movement of the information used, 

3.	 assess the completeness of the attribute and feature data set, 

4.	 identify the risks of inaccuracies and biases associated with human processing of information (see 
section on Non-Discrimination) 

AND

5.	 keep a record of erroneous decisions 333. 

3.2. Right of Revision
Human intervention. A person concerned by a decision based exclusively on automated processing “must 
be given the opportunity to submit observations to a member of the personnel of the public body who is 
in a position to review the decision”334. This review must have human intervention in the decision-making 
process.  

Practical implications. The organization must ensure that human intervention is not merely a cosmetic 
formality. Those affected by the decision must have the benefit of real human judgment. This means, 
among other things: 

1.	 that the decision must be reviewable, 

2.	 that those responsible for reviewing decisions must have the authority and competence to make 
meaningful reviews and overturn decisions335, 

3.	 that auditors are held accountable for their decisions336, 

4.	 provide measures to ensure that reviewers take a reasonably skeptical view of the results produced 
by the automated process, 

AND 

5.	 to be able to give reasons for circumstances in which a decision is confirmed or reversed by the 
auditor337. 

Retention requirement. If information was used in a decision based exclusively on automated process-
ing, then the information must be retained for at least one year following the decision338.   

333	  OBVIA, supra, note 44, 27. 
334	 Bill 64, supra, note 1, s. 110 (amended s. 12.1. ARPPIPS). 
335	  OBVIA, supra, note 44, 30. 
336	  Id. 
337	  Id., 31. 
338	  Bill 64, supra, note 1, s. 109 (amended s. 11 of the ARPPIPS). 
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DISTINCTIONS AVEC L’EUROPE  

Unlawfulness of Exclusively Automated Decision Making
The GDPR provides that exclusively automated decision-making is generally prohibited if it produces legal ef-
fects with respect to the data subject or significantly affects them in a similar way339. The Regulation provides 
for exceptions to this rule, namely 340: 

•	 when the exclusively automated decision making is necessary for the execution of a contract,  

•	 where exclusively automated decision making is permitted under European or State law (under certain con-
ditions),  

OR  

•	 if the decision “is based on the data subject’s explicit consent”341 .  

Even if these exceptions apply, the GDPR provides several safeguards that must be offered to the data subject, 
including:

1.	 the right to human intervention,  

2.	the right to express their point of view, 

AND

3.	 the right to challenge the decision342. 

In the Province of Quebec, however, Bill 64 is much more permissive of purely automated decision-making. 
This Bill does not formally provide for circumstances in which exclusively automated decision-making would be 
prohibited.  

339	 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (GDPR), 
supra, note 16, art. 22(1), and ARTICLE 29 WORKING PARTY ON DATA PROTECTION, Guidelines on Automated Individual Decision-Making and Profi-
ling (EU) 2016/679, 17/EN, coll. WP251rev.01, Brussels, 2018, p. 21, online: https://ec.europa.eu/newsroom/article29/items/612053/en (consulted 
on January 27, 2022). 

340	Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (GDPR), 
supra, note 16, art 22(2). 

341	 Id. 
342	Regulation (Eu) 2016/679 of the European Parliament and of The Council of 27 April 2016 on the Protection of Natural Persons with Regard to the 

Processing of Personal Data and on the Free Movement of Such Data, and repealing Directive 95/46/EC (General Data Protection Regulation), supra, 
note 16, art. 22(3).

https://ec.europa.eu/newsroom/article29/items/612053/en
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VII. NON-DISCRIMINATION  

1. Objectives of this Section
Ensuring non-discriminatory treatment. The primary objective of this section is to assess the risks as-
sociated with discriminatory behavior by AIS. 

2. Considerations that are Specific to AIS
Define discrimination. Before proceeding to assess the risk of discrimination, the organization must de-
fine what it means by “discrimination” in the context of using an AIS. The strategy manager must address 
both direct and indirect forms of discrimination343. 

Identify Affected Groups. In order to properly combat the risk of discrimination, it is necessary to iden-
tify the groups that may be affected by it. Section 10 of the Charter of Human Rights and Freedoms pro-
hibits discrimination based on: 

•	 Race, 

•	 Colour, 

•	 Language, 

•	 Ethnic or national origin, 

•	 Gender identity or expression, 

•	 Sexual orientation, 

•	 Sex,  

•	 Pregnancy,  

•	 Civil status,  

•	 Age, except as provided by law 

•	 Religion, 

•	 Political convictions, 

•	 Social condition, 

•	 Handicap or the use of any means to palliate a handicap.344. 

343	Yordanka IVANOVA, The Data Protection Impact Assessment as a Tool to Enforce Non-discriminatory AI, Luís ANTUNES, Maurizio NALDI, Giuseppe 
F. ITALIANO, Kai RANNENBERG and Prokopios DROGKARIS (dir.), Privacy Technologies and Policy, coll. Lecture Notes in Computer Science, Cham, 
Springer International Publishing, 2020, p. 3-24, p. 8, DOI: 10.1007/978-3-030-55196-4_1.  

344	S. 10 of the Charter of Human Rights and Freedoms, supra, note 102. 
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Risk of direct discrimination. Direct discrimination occurs when the AIS makes an unjustifiable distinc-
tion based on a ground prohibited by the Charter of Human Rights and Freedoms345. This would be the 
case, for example, of an AIS that would disadvantage candidates who identify themselves as Aboriginal.  

Risk of indirect discrimination. Indirect discrimination occurs when the discrimination does not result 
from a direct analysis of prohibited grounds. This would be the case, for example, of a SIA that bases its 
decisions on individual characteristics that are strongly correlated to prohibited grounds of discrimi-
nation346. For example, salary and postal code are information that can be strongly correlated with an 
individual’s skin color347. As such, caution should be exercised in requiring an AIS to base its decisions on 
such data. Doing so risks discriminating against members of visible minorities.  

Intersectional Discriminations. Intersectional forms of discrimination must also be considered. Inter-
sectional discrimination exists when discrimination is based on the interweaving of several discrimina-
tory grounds348. As indicated by the Supreme Court:  

“An individual’s or a group’s experience of discrimination may not be discernible with reference to just 
one prohibited ground of discrimination, but only in reference to a conflux of factors, any one of which 
taken alone might not be sufficiently revelatory of how keenly the denial of a benefit or the imposition of 
a burden is felt”349. 

3. Causes and Risks of Discriminatory Treatment
Different Sources of Risks. Risks of discrimination may result from (1) the development of AIS, (2) its 
training, or (3) the use made of it.  

3.1. Causes of Discrimination Related to the Development of the AIS
Risks created during the development of the AIS. It is important to remain vigilant during the develop-
ment and programming phase of the AIS.  

Example: Risks of Unclear Target Variables. Requiring an AIS to optimize predictions with respect to a 
vague and subjective target variable can lead to discriminatory treatments350. For example, developing 
a supervised algorithm capable of distinguishing between “good” and “bad” candidates for a job induces 
risks of discriminatory treatment since the definition of “good” and “bad” candidates relies on subjective 
and artificial characterizations. Their definitions will depend on the biases, impressions and beliefs of 
the developers or the people in charge of labeling or producing the data that will drive the algorithm351. 
As such, it is better to focus on more objective target variables.  

345	Central Alberta Dairy Pool v. Alberta (Human Rights Commission), [1990] 2 S.C.R. 489, citing Ont. Human Rights Comm. v. Simpsons-Sears, [1985] 2 
S.C.R. 536, p. 551. 

346	Y. IVANOVA, supra, note 343, p. 8.
347	 Natalia CRIADO and Jose SUCH, “Digital Discrimination”, in Algorithmic Regulation, Oxford, New York, Oxford University Press, 2019, paras. 82-97 

at page 5, DOI: 10.1093/oso/9780198838494.003.0004. 
348	Hilème KOMBILA, “Les entraves à l’approche « intersectionnelle » canadienne de la discrimination”, La Revue des droits de l’homme. Revue du 

Centre de recherches and d’études sur les droits fondamentaux 2016.9, DOI: 10.4000/revdh.2056, para. 8. 
349	Withler v. Canada (Attorney General), 2011 SCC 12, para. 58.  
350	Id. 4.
351	 Id. 5. 
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3.2. Causes of Discrimination Related to AIS Training
Risks resulting from data selection. Risks of discrimination can also be created by the training of the 
artificial intelligence. Thus, when training the algorithm, it is necessary to prevent risks caused by: 

•	 biased training data, 

•	 training data labeled exclusively by humans 

•	 training data that over- or under-represents vulnerable groups, 

OR 

•	 data that is highly correlated with prohibited grounds of discrimination352.  

Risks Resulting from Continuous Training. In order to properly assess the risks of using AIS, one must 
first identify whether the AIS is being continuously trained by collecting information from its users. In-
deed, the continuous training of algorithms presents risks such as:  

•	 Collection of information that is not representative of reality (e.g., minorities are under-represented in 
the information collected from users), 

•	 Discriminatory behaviours created by AIS’ interaction with users 353  

OR 

•	 AIS results reinforcing stereotypes 354. 

3.3. Causes of Discrimination Related to the Misuse of an AIS
Risks Resulting from Misuse. Finally, the AIS must be used to perform the tasks for which it was de-
signed. For example, an algorithm designed to produce results relevant to one section of the population 
may produce some unexpected results if used on other sections of the population355.  

352	 Id., Y. IVANOVA, supra, note 343, p. 9. 
353	 As an example, Microsoft Tay Chatbot that posted racist and discriminatory comments due to its interactions with Twitter users: “Microsoft 

chatbot is taught to swear on Twitter”, BBC News, Technology (March 24, 2016), online: <https://www.bbc.com/news/technology-35890188> (con-
sulted on October 6, 2021). 

354	N. CRIADO and J. SUCH, supra, note 347, p. 5. 
355	 Id. At page 6, Y. IVANOVA, supra, note 343, pp. 9-10. 

https://www.bbc.com/news/technology-35890188
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4. Possible Protective Measures 
Strategy. In order to effectively guard against the risk of discrimination, a strategy for mitigating the risk 
of discrimination must be developed356. As such, it is important to designate a person responsible for the 
implementation of the discrimination risk mitigation strategy that incorporates the measures and poli-
cies that address these risks. This person must have the necessary authority to carry out their mandate.  

Data Checks. It is also important to avoid using data that could cause the problems mentioned above.  

Importance of a Continuous Assessment. The AIS should be assessed and tested to identify potential 
sources of discrimination and to determine whether AIS results are discriminatory. The AIS should be 
assessed throughout its development and use. A system for public reporting of discrimination problems 
may be necessary. 

Recalibrate the AIS to Ensure that Groups are Treated Fairly. In order to counteract discriminatory find-
ings, it may be necessary to recalibrate the tool to ensure that the results do not unreasonably under- or 
over-represent certain groups. 

Recalibrate the IAT to Ensure that Individuals are Treated Fairly. It may also be necessary to recalibrate 
the tool to ensure that members of certain groups are not disproportionately affected by erroneous tool 
findings. In other words, a member of a disadvantaged group should not be subject to disproportionately 
higher false positives/false negatives because of their membership in the identified group.  

Measuring the Risks Resulting from Protective Measures. Unfortunately, it is possible that measures to 
mitigate the risk of discrimination may themselves create new risks. For example, recalibrating the tool 
for equity reasons may affect its accuracy357. In addition, measures to restore equity to some groups may 
directly disadvantage members of other vulnerable groups358. Some experts also suggest collecting sen-
sitive personal information such as skin color to detect and remedy discrimination359. A balance between 
different principles and risks may therefore be necessary. In order to identify which principles to use, it 
is important to assess the risks associated with the measure being imposed. 

 	  

356	 OBVIA, supra, note 44, 33. 
357	 N. CRIADO and J. SUCH, supra, note 347 at page 5. 
358	 Michael KEARNS and Aaron ROTH, The Ethical Algorithm: The Science of Socially Aware Algorithm Design, Oxford, New York, Oxford University 

Press, 2019, pp. 78-81. 
359	 Y. IVANOVA, supra, note 343, p. 8. 
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DISTINCTIONS WITH EUROPE 

AIS Discriminatory Treatment Considerations  
It is clear that the European normative framework protects data subjects from discriminatory processing. Thus, 
the GDPR provides for risk assessment for all “rights and freedoms of natural persons”360 which includes the risk 
of discriminatory treatment361. Moreover, the GDPR identifies certain grounds of discrimination as “special cat-
egories of personal data” that is deemed “sensitive”362. Specific protections are provided for these categories 
of data as identified. Finally, the European Commission has recently published a Proposal for a Regulation of 
the European Parliament and of the Council Laying Down Harmonised Rules on Artificial Intelligence (Artificial 
Intelligence Legislation) and Amending Certain EU Legislative Acts which directly addresses the risks of discrim-
inatory processing by AIS363.   

Neither C-11 nor Bill 64 clearly and directly addresses the issues of discrimination. At first glance, the risks re-
lated to discriminatory treatment seem to be ignored by the Quebec and Canadian regimes. However, it should 
be noted that many grounds of discrimination such as ethnic origin and sexual orientation are treated as sensi-
tive information364. However, as identified, sensitive personal information deserves greater protection365.  

In addition, AIS developers or users must respect the protections afforded by the Charter of Human Rights and 
Freedoms366. As such, although Bill 64 does not directly propose to assess the risks associated with discrimina-
tion, this does not imply that they should be ignored. 

However, unlike in Quebec and Canada, the European regime provides for rules capable of specifically address-
ing the discrimination issues created by AIS. Article 10(5) of the proposed European Regulation on AI illustrates 
this ability. As identified above, addressing the risks associated with discriminatory treatment may require the 
collection of sensitive personal information from users for the purpose of detecting and correcting biases that 
are deemed discriminatory. The disadvantage of this measure is that by collecting sensitive information, the 
company may compromise the privacy of its users. The respect of certain legal norms can thus be done directly 
to the detriment of the respect of other norms, which can put the person who operates a business in a rather 
difficult situation.  

However, article 10(5) of the proposed EU AI Regulation provides that an entity may process “special categories 
of personal data”367 in order to “ensure the bias monitoring, detection and correction in relation to high-risk AI 
systems”368. This provision, which has no equivalent in Bill 64 and C-11, provides adequate guidance to business-
es in choosing the best course of action when there are tensions between the protection of different rights and 
freedoms.  

360	Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) 
(GDPR), supra, note 16, art. 34. 

361	 Id., art. 9(1).
362	Id., Preamble 10 and art. 9 to 10.
363	 See for example Proposal for a Regulation of the European Parliament and of the Council Laying Down Harmonised Rules on Artificial Intelligence 

(Artificial Intelligence Act) and Amending Certain Union Legislative Acts, supra, note 65, art. 3 (35), 5, 52.
364	OFFICE OF THE PRIVACY COMMISSIONER OF CANADA, supra, note 78. 
365	 Act respecting the protection of personal information in the private sector, supra, note 108, s. 10.  
366	 Charter of Human Rights and Freedoms, supra, note 102, s. 10. 
367	 Proposal for a Regulation of the European Parliament and of the Council Laying Down Harmonised Rules on Artificial Intelligence (Artificial Intelli-

gence Act) and Amending Certain Union Legislative Acts, supra, note 65, art. 10(5).  
368	 Id. art 10(5).
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Final Evaluation. In this section, the assessor is asked to provide a final assessment of the project. A 
table containing the elements needed to complete the final evaluation is presented in the Appendix. 

1. Report on the Assessment of the Principles
Assessment of the Principles. The evaluator should note whether or not the project, in its current form, 
meets each of the above principles. This assessment must be justified in terms of the risks or legal obli-
gations that have not been met by the company.  

Make recommendations. If the risks remain too great or if the assessor believes that the project could 
benefit from the adoption of certain measures, then the assessor proposes and describes the main mea-
sures capable of adequately addressing the risks. For example, the assessor may propose to withdraw 
certain planned operations deemed too risky or modify the company’s privacy governance policies and 
practices.  

Implementation of recommendations. Upon receipt of the assessment, the person in charge of the pro-
tection of personal information takes a position on the recommendations made by the assessor. If they 
accept the recommendations, they shall identify the person responsible for their implementation. The 
person in charge of the protection of personal information shall also provide a timeline for the imple-
mentation of the accepted recommendations. 

2. Project Evaluation Report  
Final evaluation. The evaluator must take a position on the acceptability of the project’s risks versus 
the perceived benefits. Of course, the assessor may refer to their assessment in the Social Justification 
section. 

PART C 
FINAL ASSESSMENT 




